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What are we looking at?



Overview

• The Radio Frequency Spectrum 

• Aviation / INMARSAT Aero 

• Drones / Airborne Surveillance 

• New Signals



2.4 GHz ISM Band Activity



Wideband Activity: 50 MHz - 1.25 GHz



915 MHz ISM Band Activity



915 MHz ISM Band Activity



Aviation
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Primary Surveillance RADAR (PSR)



Each scanline is synchronised to an emitted pulse

Scanline is amplitude of samples over time (also range of the return)

Raw RADAR Return Plot



Virtual RADAR Scope
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31 radiosA Typical 747 has…

• 2 x 400 W voice HF

• 3 x 25 W voice/data VHF

• 2 x 100 W 9GHz RADARs

• 2 x GPS, 1.5GHz 60 W voice/data SATCOM

• 2 x 75MHz marker beacons

• 3 x VHF LOC localiser

• 3 x UHF glide slope

• 2 x LF ADF automatic direction finder

• 2 x VOR VHF omni-directional range

• 2 x 1GHz 600 W transponders

• 2 x 1GHz 700 W DME distance measuring equipment

• 3 x 500mW 4.3GHz radar altimeters

• 3 x 406MHz EPIRB



Landing at SFO



Takeoff at SFO (Cockpit View)



Combined Mode S & ACARS



‘Engineering’ Status Messages over ACARS



Waypoints Transmitted over ACARS



http://licensing.fcc.gov/cgi-bin/ws.exe/prod/ib/forms/
attachment_menu.hts?

id_app_num=68368&acct=263899&id_form_num=13&filing_key
=-127644



INMARSAT-3



INMARSAT Geostationary Birds



http://members.optusnet.com.au/~cjr/introduction.htm

L band

C band



INMARSAT ‘Bent Pipe’ Transponders

1.5-1.6 GHz3 & 6 GHz









INMARSAT Aero

• P Channel - coordination and timing begins here! 

• Packet mode Time Division Multiplex (TDM) 

• Sent to aircraft, carries signalling & user data 

• R Channel: random access signalling & user data, from aircraft 

• T Channel: Reservation TDMA, from aircraft, for data 
transmission 

• C Channel: Circuit-mode, to & from aircraft, carries voice and 
user data



The P Channel Flowgraph so far…





Channel Selection



Modulation Type

• Gaussian Minimum Shift Keying (GMSK): FFT of squared 
complex samples results in two peaks equidistant from 0



Symbol (Baud) Rate

• Cyclostationary Analysis: rate is first peak in plot 
(600 bps, also distance between cyclo peaks)



Clock Recovery

• Enough information to begin tracking symbols in channel 
(and output them to enable operation on bits)

Samples

Symbols



Clock Recovery Quality

• Increased separation between symbols about 0

Samples

Symbols



Frame Structure

• Search for repeating patterns in raster plot 

• 1200 bits wide (line up pattern vertically):  
unique word (sync), frame header, payload



Payload Encoding

• Appears ‘random’ 

• Generally data has gone through: 

1. Interleaving (protects against burst errors) 

2. Forward Error Correction (data redundancy) 

3. Scrambling (energy dispersal & clock recovery) 

• Complex process - difficult to test each step individually



Payload Details

• RTFM 

• Frame payload consists of multiple fixed-length Signal Units  
(number of SUs depends on data rate of channel, here 6 of 
96 bits each) 

• For transmission, the entire SU group is: 

1. scrambled 

2. 1/2-rate convolutionally encoded 

3. fed through an interleaver



Frame Details

… Unique

word

Frame

header Payload …

Interleaved SU group

Convolutionally-encoded SUs

Scrambled SUs

SU 1 SU 2 SU 3 SU 4 SU 5 SU 6

Timing Reference



#1: De-interleaving

https://www.cl.cam.ac.uk/~jac22/otalks/rtpi/sld004.htm



#2: Convolutional (Viterbi) Decoding

• A convolutional code adds additional bits to a stream so that a 
receiver can correct errors 

• Given received error-prone symbols, a Viterbi decoder will output 
the bits that represent the most likely path through a trellis 
matching the convolutional code

https://en.wikipedia.org/wiki/Convolutional_code



#2: Viterbi Decoder

• The NASA Voyager K=7 convolutional code is popular, 
and used here (gr-fec)



#3: De-scrambling

• Implemented as a Linear Feedback Shift Register 

• Reset (sync’d) at the beginning of a new frame

https://en.wikipedia.org/wiki/Scrambler

Example:



Validation

• Inspect raster plot of output to check if there is more 
structure: 

• Compute CRC checksum to confirm correct decode: 
CRC-16-CCITT should yield f0b8



Decoding

71780a5b82751e60ffff1c75 f0b8 ISU (User Data)  
62ae146182748e0000000eee f0b8 ACK  
d676d35420706167e52001a8 f0b8 User Data begins  
d5762fae0d8a2fd33231cbfb f0b8  
d4762f4ab0b031b52fc25cab f0b8  
d376b0322f46b0342f4f8c67 f0b8  
d27631b5b0b00d8a2f437024 f0b8  
d176c1c4c44954494fce4775 f0b8  
d076c14c2049ce464f526db5 f0b8  
11a9322582df000a84526d98 f0b8 Log on  
40a9322582d831663856f222 f0b8 Channel control  
c0d83781384a000000005331 f0b8  
41a9322582d941063787551e f0b8 Channel control  
c0d936c336b836c51101af14 f0b8  
6271c274827d8e000000d259 f0b8 ACK



Decoding

cf76cdc154494fce2fae332f f0b8  
ce760d8a2fc4b0324c2f7f34 f0b8  
cd76ae2f542fae0d8a2f3719 f0b8  
cc76c8b032b3b32fae2f10bd f0b8  
cb764f31b6b0b02faec1be14 f0b8  
ca76f2f2e97661ec20678197 f0b8  
c97661f4e5206e756d624cd8 f0b8  
c876e5f2ba0d8a2f4f31f556 f0b8  
c776b6b0b02f5831b92f7d65 f0b8  
c676450d8a2fd332b62f0091 f0b8  
c5764f31b6b0b02fae0d2599 f0b8  
c4768ac26167676167e576ea f0b8  
c37620e3ec61e96d20e68b9d f0b8  
c276eff220c8cbc720610933 f0b8  
c176f2f2e97661ecba0db0a2 f0b8  
c0768a2f9762917f0000f199 f0b8 User Data ends



User Data: ACARS Message

`2..B-KQKH1F- #T1O1600/X26/E 

/S22/B02/O1600 

/.Please arrive at the boarding gate at least/. 

/O1500/X02/E/O1500 

/S23/B02/X05/F04/O1500 

minutes 

/O1600/X12/ before departure./. 

Late passengers may not be accepted for/. 

travel.



Other Types of Messages: Notices

`2.N610FEA9YG, 

AND H CLSD. TWY K CLSD, 

BTWN RWY 33, AND TWY J. 

TWY J CLSD, BTWN RWY 

28R, AND TWY C. RWY 28L 

ARRIVALS, EXPECT BACK 

TAXI RWY 28R. CTN, PSNL 

AND EQPT WORKING, EDGE 

OF CLSD RWY 28R. 

CAUTION, BIRDS NEAR 

AIRPORT.



Other Types of Messages: Weather

METAR PACD 192153Z 36012KT 10SM SCT012 
OVC060 08/08 A2931 RMK AO2  

     RAE29 SLP924 P0001 T00830083



Other Types of Messages: AFN / CPDLC / ADS-C

@2.JA838JA0Y/ANCATYA.AFN/FMHJAL3,.JA838J,
86DA1E,212225/FAK0,PAZN/FARADS,0/FARATC,
004F0 

P2.N620FEH1X- #MD/A6 
OAKODYA.ADS.N620FE07030B000C010D010E0110010F
01799A 

02.B-6535A6W/
UPGCAYA.ADS.B-6535080F13264825E41 

2B-16705RAZQUTPEOCBR~1RA101192156  
SA 19/21:54



Other Types of Messages: Scheduling

`2B-16708H1V- #T1:)DM01171719 

/M99 

/Q01 

BR395/,/3SGN/,07:20/,T2/,C4/,On Time/./. 

BR211/,/3BKK/,08:15/,T2/,C7/,On Time/./. 

BR255/,/3DPS/,10:15/,T2/,C8/,On Time/./. 

BR271/,/3MNL/,09:30/,T2/,C3/,On Time/./. 

BR265/,/3PNH/,09:10/,



Other Types of Messages: ???

2.N610FEA9Z ...ADVS YOU 

HAVE INFO G.5403 

2.70042BC1B.ATSMCXA 192157 

AGM 

AN 70042B 

-  NO PARTICIPATING TWIP 

AIRPORT IN REQUEST



Drones & FPV
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2.4 GHz ISM Band Activity: Drone R/C



http://makezine.com/2015/03/03/frequency-management-dont-
wreck-your-neighbors-drone/



What are we looking at?



3D Robotics X8+



Webcam



USRP E310



Live Video Downlink with GNU Radio



Live Video Downlink with GNU Radio



Spectrum Scanner



Ground-Level SNR



Airborne SNR

Almost +20 dB





GSG Ubertooth dongle



Atmel RZRAVEN ZigBee dongle



Kismet with Ubertooth Plugin on E310



Kismet with ZigBee Plugin on E310



Backhaul

• None: Run unattended 

• Wi-Fi: More 2.4 GHz ISM activity close to receiver & 
limited range 

• Custom through SDR: greater range



Airborne Platform

• Spectrum Monitoring & Recording 

• Wi-Fi 

• Bluetooth 

• ZigBee 

• Live Video 

• Custom Backhaul



ZigBee Wardriving



ZigBee Wardriving

ApiMote
RZRAVEN

B200mini



ZigBee Wardriving



ZigBee Wardriving

01:58AM



ZigBee Wardriving

echothiz`connection



Other Signals
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Z-Wave

• Home automation 

• 908.4(2) MHz 

• Three rates: 

• 9.6k 

• 40k 

• 100k



Z-Wave



Z-Wave



Z-Wave



Z-Wave



ZigBee Wardriving

B200mini



Z-Wave around DC
555555F0EB1578020141010C0326021006F4F149DBCBBF29D4318B3AB0E28AAA32CB00F52E0115FF138C41156070576A259B421B16C
BECAA7AFB8E8F838EEE2A [64 symbols] 

555555F1555555545D514F41D515555574144A15575554557D5D5D1C3555A5C5091DFDDD4455717C1D6191F455754755757479D4715
555515D55544545552C17 [64 symbols] 

555545F0DD4265E5714546F71474FD5935260618144170D55555F0D7242DFF0850455890060AAF3AA969B53F732828EF19B1A046E2A
0AAA6A2EA22A8E4BAAAB8 [64 symbols] 

555554F055045C55555155555555D5555D555D55557545545D51F0551A5555515155D555555555155D5C5539CF5171475FF914006D5
D6751F5DD554528461F1F [64 symbols] 

5555557001516570C7C55479DBBAAAEA888AAF022816AAAEAAA2AEEBFBA0FE7C9D7D557C5C5755515557845025573F41F92080BAA22
E3F7E29DD555555515545 [64 symbols] 

555555705725DF9C117E6FCB5667C3455550476C5D5A55554501DF5D60F20E4AA5066547FDD1D10FC75D7C42009CE5D497551551458
4259535E715C54007D1F1 [64 symbols] 

555555F07D0F5DDF771387134E77D37F40F9280D237C455E6592E1E80544A54E5277911DF0D76051536553C5531355999C91C4173FE
6C952D730AA8EB8EA5E9A [64 symbols] 

555554F0555554555714E7073FD8BF87BF0F6C20081C4CF8518E052EA41DA61F8EBCEDE6810DD3FA3928B31FD7AAC5BAA60F1889DB9
CA387D99EFF6996EFE216 [64 symbols] 

555755F0D18CF24309530B0C18B0026F40B7A49C115183DE785BB71CD9C61F475185179D94A700EC50C68000020800050300C141C1C
1C0200070004068381008 [64 symbols] 

555555F0D18CE24208030B0A0909C1342E8002187CF020CBF63DD0089D7E6C6DC44278632A44357FC200B9C485EE1785F6CC47C21BA
786F255808E0FC4235C79 [64 symbols] 

555555F0D18CE24208410D0D012003FF96517925490C33D0F4F1FA2FEF0AE332C3B69189E0A08D0054029FCCE66C3F308FD3945AE73
39F33DDC600222BC43F67 [64 symbols] 

555555F0D18CE24208410D0D012003FF964E3C5021C31F7A60DC1F00DF00E4305DB9FFA1062E4F6B74F7CFFD4AEE8E18EF9EF429941
1D82901B29F201FFC0088 [64 symbols] 



LoRa

• Chirp Spread Spectrum (CSS) 

• 915 MHz ISM band 

• UL & DL channels 

• Variable bandwidth/ 
spreading factor 

• Coexistence 

• Replace GPRS?



LoRa



LoRa



LoRa



LoRa



LoRa



Other CSS?



Other CSS?



Other CSS?



Spectrum Summary



Spectrum Summary



Spectrum Summary



Spectrum Summary



Inebriated LO



OP25
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balint@bastille.io

Thank you!

GitHub: balint256@spenchdotnet

GitHub: RFStorm


