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What are we looking at?



Overview
- The Radio Frequency Spectrum
- Aviation / INMARSAT Aero

» Drones / Airborne Survelllance

* New Signals
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2.4 GHz ISM Band Activity
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915 MHz ISM Band Activity




915 MHz ISM Band Activity

- -~ . . = ~ s ¥ - - - - - P " - K e 8 - . - - - R - L
.- e i > . i . ‘ y < ’ , :
- . - x J - - B i B . - - - . -
- v . ) » - y 3 - - " - . N 3 ‘ B
o - N v B T : R « i T . - i o gt o : .- < <
¥ y ¥ 4 - - : . p - v - : ’ T N o .2
e Y v AN P . > e 3 o > »d . . e . . 3 . . . <3 ) ) L s B - - ' ¢
A e 2 - A T - i W o A L o) N ’ » W - 3~ - ¢ 4 - ’ - X > 3 - . N -
ey . 4 - - A Yol s a¥ o P N > .. ;v . i i g - - -
Fen Py B - - . . p > - - -
-~ - - . ’ - - - > - N - G SERLN £~ ’ . B o ™ - .
-~ R ' ' o e 1,V - E : P L \ oy v . £ v R a d g . . .
Vot - VG, ALY P 3% E i - 3 SR . >y o 3 ? 5 " . { - = B - ’ . 4 g -
- N s - - - - ey - o -3 . R - . p ¢ - .- : ” - - - B 4 -
“~ - . ’ > K, = -t . P 'Y . < o :
L) T S : - & e L e e : - ‘ { rIhgps § ‘ 5 24 = - . N, e d , : - : o
- 5 ot - e A e \ o~y e - . : ) o 3 . 3 . - : R 3 -
“Tada . 3. 0w f v B ~ -’ i~ ¢ L ’ A P . : . P S ~ % . - o » « L E 3
¢ § - - ~ . b . v e a . . - ” " v il : - . - . - - ’ -
iV . -3 YNNGV TSNS o . Soe v . - 2 i<t oYz v e e . : T vk, BN "z ey T e & s ¢
. o N > 'Y . . s 3 > > N . B . P - ol - \ - R . . A
b e . B ol LA S . v e e : . . - - ey v ¥ - p Y ) - . > y . . - —
4 3 B~ < 'y - AR . . A : - P 2l 4 ; =X - - i
T .- . ~ Eyva e e : Ny Py v s - - > e e, - , .
- v - . ey ¢ o - . = . > - - ot N , . 3 J -
- i - : - - Asa v 2 ) p :
= ? . o s g . - ~ . - N h . . . . - - - - - - - - ’ . . . - -
5~ - + >y X % - > . - oom . Py e Y "y - i ° —a >
. o S v g 3 A - - B
- . ¢ _ 2= O B P ) - & i v » ) - y .
F b . » 3 . : -~ : -t L - AL 2. 2 - : . ety - > . s : e~ & -
C . ¢ . } g o . : S aaant 3 K f . ¢ b : - ) - ’
i ¥ ’ B -~ .y v > - v - . -l ; 3 . ) -
4 A0 i we 4 - Y SRl I - 2 e re b ~ - ws. . P . - o
S — 2 G AT ’ 3 3 - —~ < - Y 3 'y AN o . Y . . e T~ B L+ -
- y > e b > i : - — L ~3 485 g B - ’ . - :
y . d - Ry : - . > " : . L - S -~ v " e - . - - : 2 g -
<« M » <. LS "o - “tes v - - v - - > e .. - .~ ~ - . 4 L - >t P . =
e R e e . - ¢ - . - 3 . . - . S prn b - ’ -
* » > . - > > a - - g - -~ v . - b= - 20 - .. " - - -
e A - ‘ A g ’ . s i) P oy PN B b - ~ ; o
‘ r " . o t £ s ’ : : . C Y of > - .y - 3 >
e . ) e 4 S . v . - 4 . ~
A . - - - O ay . - - - . L B ’ - . S - ~ . .
o AT - . ~ - - - Ry ¢ :
. 3 R . - > 2 N . - Fe ' . i P \ - - G s a . weaw -
. "y < L . . L . N P - - - S - Vg 4 - . h . A
~ %5 SN y “ e LN 4 i - " A h . s X i L% oAy - Sy o . : h- > 5 -
a v - e -1 - - e e - v e 5 & - : P & B 4 _re o - T a : 3 : - > - X - ~
- - . > ’ ’ - «" o - RO . i - . S ‘ v . X " B . - :
- - s e - . - . - - e - B y . - . ¥ 3 - e = -
’ n - e Sy B v - . . A - ol - v - - 2 - . . -
. s . o A : : o e - pord . - - iy - s
B - - [ » " - - - - ’ - SR - » - : B -
- . . N . - R - - . - i » b 4 . - ’ ’. » 3
N ~ b : . . 3 -
, s - y - , . - . - o3 : -~ . > a > 4 s - ’ o L e B . - o dup : v . .
~ 3 o - » - - . — - e M B £
R - ’ N » - - > - i : “ s - - - -
- . - e R T, - > 4 &y - ’ . Y . B 4 N B .
- SN et e o,y AN ' . , - « " L - T B N - . < . - - - - : : - WS e
. o - ety e : . - % 3 P R R 5 ’ < w4 <y . A & .. A - o . )
v YA g <7 diVai e z : AL ek o " i . N w s - , :
g . i s - ot ig = i A Ve ~ Ve iy + - B - - - — :
3 : v . Y 3 . - N o s . Aoy - R N ‘ - - . . >
’ . P v - . . P - i " P : 2. foaos . - & - . o
- - . i - - . A - \ > g . - - ' » - N
b o 2800 o N 2 a ~ PN . > v . s+ % P = B - B . v . . > . .
- - .3 N e p .- " . 4 e . - e P h . . - : S . - e 2 B . . - 7 -
" P LIRS - » - - )\ v . N K P > P . e P - . . . 4 . y
" P ” - ~ -~ - . h > ¥ il 7 - - 3 - : . - i
< ® M e By - . § - - - C vy e y . 1 5 V.. N - -~ - - - B - ‘ :
$.os > e ey . - - ” - T ~ ¥ . y : - . . - .
. < 4 v ) -or . ~ -y e A ® o 4 -
T - I € e - < e : 3 s J 3 » R y
. : 5 . - . o N P A . v : i - - - : : £ e i o' - -~ . T " - s *
. 2 o s : g . . . :
P! dw SuDereely o, L SRS SN - OIS Akt . L1 200 Loes S 2 wran vl x v dea e Pl o L& _ Lr - as S o NV SR 2l o LA D == G S - . _
—— . — —— —p——" : - — . . — — - —— —— —— - . — - - - apy - — . .
F % v ~ AL'S - - s - ~ . PY e - P ‘ 3 . ) . ) : y
.S e - e - & 1 . v, .y 4 ~ - oL -~ =0 s rd A ¥ y - ¢ 3 A . . - . . - . ° - N
- - P L B fy ) = G S AL S LS = - Ay - I e < o % % T P ¢ . " v > . " ST O A e S o™ X B
~ - . . - 3 v ! . : > - . . E - .
’ Ay ™ . : R . Y > & % A o - p . e - i B
- - b - 0 N L =k - T iy Banh 4™ g0 e S a2 & - ang - " 4 - - . . WL e B S o O - . et e N v el O - &l - - =z - - . ——




Aviation

Hacking the Wireless World with #sdr @spenchdotnet
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Raw RADAR Return Plot

Each scanline is synchronised to an emitted pulse

———ms — e - o

Scanline is amplitude of samples over time (also range of the return)
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A Typical 747 has... 3 1 rad |OS

2 X 400 W voice HF

3 x 25 W voice/data VHF

2 x 100 W 9GHz RADARs

2 X GPS, 1.5GHz 60 W voice/data SATCOM
2 X (5MHz marker beacons

3 x VHF LOC localiser

3 X UHF glide slope

2 X LF ADF automatic direction finder

2 X VOR VHF omni-directional range

2 X 1GHz 600 W transponders

2 x 1GHz 700 W DME distance measuring equipment
3 X 500mW 4.3GHz radar altimeters

3 x 406MHz EPIRB



Landing at SFO
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Takeoff at SFO (Cockpit View)

emmsane, Welcome to Aviation Mapper

Click here for Info, feedback and to share - If you like this, let me know.
I need to find a new receiver site near the airport ASAP - please help!
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Combined I\/Iode S & ACARS
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‘Engineering’ Status Messages over ACARS
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~Waypoints Transmitted over ACARS
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INMARSAT-3




INMARSAT Geostationary Birds

Satellite Fleet (end of 2016)
Geostationary orbit: 35,786km |
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INMA

RSAT ‘Bent Pipe’ Transponders

3 & 6 GHz
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INMARSAT Aero

- P Channel - coordination and timing begins here!
+ Packet mode Time Division Multiplex (TDM)

+ Sent to aircraft, carries signalling & user data

- R Channel: random access signalling & user data, from aircraft

- T Channel; Reservation TDMA, from aircraft, for data
transmission

- G Channel; Circuit-mode, to & from aircraft, carries voice and
user data



The P Channel Flowgraph so far...
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xlate freq: -29.6k

power: 2

Cap BB Power Baud Quad Clock Audio FEC | Histo

FFT Plot e Trace Options
Peak Hold
v Average
Avg Alpha: 0.5000

Persistence

Trace A
Trace B

Power (0B)
C

.80

Axis Options

10 Ref Level: +

Autoscale

150 100 80 0 S0 100
Frequency (kHz) StOD

Mu: 500m

mpsk_gain_mu: 5m

Ip_cutoff: 1.2k

Audio Tone Offset: 2k

Audio Tone Mul: 500

amp: -10

xlate_bandwidth: 1.2k

pfb_loop_bw: 25m
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Power (dB)

Modulation Type

-+ Gaussian Minimum Shift Keying (GMSK): FFT of squared

-160

-170
-180
-190
o0kl -
-210
-220
-230
-240

-260

complex samples results in two peaks equidistant from O
FFT Plot FFT|




Symbol (Baud) Rate

-10
SR o o e S e e T T S o o
-20

| | | ! | | |
1

Power (dB)

Cyclostationary Analysis: rate is first peak in plot

(600 bps, also distance between cyclo peaks)
FFT Plot




Clock Recovery

-+ Enough information to begin tracking symbols in channel
(and output them to enable operation on bits)

Scope Plot
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Clock Recovery Quality

Increased separation between symbols about O

Scope Plot
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Frame Structure

+ Search for repeating patterns in raster plot

-+ 1200 bits wide (line up pattern vertically):
unigue word (sync), frame header, payload




Payload Encoding

- Appears ‘random’
Generally data has gone through:
1. Interleaving (protects against burst errors)
2. Forward Error Correction (data redundancy)
3. Scrambling (energy dispersal & clock recovery)

Complex process - difficult to test each step individually

L i 4 ||u ||. It
I ,, '| \ﬁ F

H"

f




Payload Detalls

- RTFM

+ Frame payload consists of multiple fixed-length Signal Units
(number of SUs depends on data rate of channel, here 6 of

96 bits each)
- For transmission, the entire SU group is:
1. scrambled
2. 1/2-rate convolutionally encoded

3. fed through an interleaver



Frame Detalls

SU 1 SU 2 SU 3 SU 4 SU 5 SU 6

Scrambled SUs
Convolutionally-encoded SUs

Interleaved SU group

Timing Reference \

Unique Frame

word header Payload




#1: De-Interleaving

An example interleaver

O

- [p; 3{—\4 ﬁ? 18_{}9_&)

q—s 5 7 HH s q; 22 HH 23 ——3.4__)
} } _i—D ' { { I
q 10 H- 11 HH 12 q 26 H 27 HH 25
<4L } i / ' } i ‘_’TD
\ 13 114 1s\j— “L/ C;g 3U— 3 J— 32 e
v, J 7

Read in by rows

—

—

N rows ¢

v

M columns
Read out by columns

https://www.cl.cam.ac.uk/~jac22/otalks/rtpi/sld004.htm



#2: Convolutional (Viterbi) Decoding

A convolutional code adds additional bits to a stream so that a
recelver can correct errors

Given received error-prone symbols, a Viterbi decoder will output
the bits that represent the most likely path through a trellis
matching the convolutional code

(1.1.1)

oAl

o

(1,0,1)

https://en.wikipedia.org/wiki/Convolutional_code




#2: Viterbl Decoder

The NASA Voyager K=7 convolutional Code IS popular,
and used here (gr-fec)

'\ Properties: CC Decoder Definition
General | Advanced | Documentation |

ID cC_
Parallelism 0 _'v
\ Frame Bits
CC Decoder Definition cmwm ng" (K) —
1D: cc_dec .
Parallelism: 0 |Rate Inverse (1/R) (1/2) —>
Frame Bits: 1.152k
Constraint Length (K): 7 Polynomials
Rate Inverse (V/R) (1/2) > 2: 2 Start State
Polynomials: 109, 79
Start State: 0 End State
End State: -1
ksl Streaming Behavior  Streaming [v|
By Pacehe e Byte Padding No v
FEC Extended Decoder
Decoder Objects: <gn.. 450> >
—’. Threading Type: Capilary -—
Annihilator: None
Puncture Pattern: 11

<Jok & Cancel | o Apply |




#3: De-scrambling

Additive Scrambler (Baz)
Mask: 0x4001

_b_- Seed: 0x6959

Length: 14

Count: 0

Reset tag key: packet len

Implemented as a Linear Feedback Shift Register

Reset (sync’d) at the beginning of a new frame

1 0 0 1
sINC—| | | |

6o 1 0 1 0 0 0 0 0 0 0O
L A A A

Example: > 1[2|3]4

5|6 |7 |8 |9 (1011|1213 |14 |15

©

» OQUT

.

https://en.wikipedia.org/wiki/Scrambler



/

Validation

Inspect raster plot of output to check if there iIs more
structure:

A R S 'L‘? 3 Ve ff* .

‘ !\T' 'Ldt H* I' H'Iw | i‘; i J

. ?H{l M, s P ff ; ‘J1 ' || " lﬂl . ;' 2L AT A Y TE .:::'.' ]
e ."-‘“f-* ;:&:;‘;iwtz e z o
UM S e l‘* : 'if.ﬁ ’« i T R et v

Compute CRC checksum to confirm correct decode:
CRC-16-CCITT should yield £0b8




Decoding

71780a5b82751e60fffflc/5

f0bs

ISU (User Data)

02ael140182748e0000000eee
d6/06d35420706167€52001a8
dS/7/02fae0ld8a’fd33231cbfb
dd4/621f4ab0b031bb2fc25cab
d37/0b0322f46b0342f4£8c6’/
d2/0631b5b0b00d8a2t437024
dl/occlc4c44954494fced]’15
dO/60cl14c2049ced64f526dbb
11a9322582df000a84526d98
40a9322582d831663850£222
c0d83781384a000000005331
41a9322582d941063787551e
c0d936c336b836c51101atflid
6271c274827d8e000000d259

f0bs3
f0b8
f0bg
f0bs3
f0b8
f0bg
f0bs3
f0b8
f0bsg
f0bs3
f0b8
f0bsg
f0bs3
f0b8

ACK
User Data begins

Log on
Channel control

Channel control

ACK



Decoding

cf/ocdclbd4494fce’l2fae332t
ce/060d8a2fcdb0324c2ft/7£34
cd/6ae2fb542fae0d8a2£3719
cc’/6c8b032b3b32fae2f10bd
cb/64f31b6b0b02faeclbeld
ca/of2f2e97661ec20678197
c9/001fd4eb2006e756d624cd8
c87/60e5f2bal0d8a2f4£31£556
c776bob0b02£5831b9%2f£7d65
c6/6450d8a2fd332bo2£f0091
c5764f31bob0b02£fae0d2599
cd/68acz26lo76706167e5706ea
c37620e3ec06le96d20e68b9d
c2/0eff220c8cbc720610933
cl/of2f2e9766lecbaldblaZz
c0768a2£f9762917£0000£199

f0b3
f0bs
f0bs
f0bsg
f0bs&
f0bsg
f0b3
f0bs3
f0bs
f0bsg
f0bs&
f0bs&
f0b3
f0bs3
f0bs

fOb8 User Data ends



User Data: ACARS Message

"2..B-KQKH1F- #T101600/X26/E

/S22/B02/01600

/ .Please arrive at the boarding gate at least/.
/01500/X02/E/01500

/S23/B02/X05/F04/01500

minutes

/01600/X12/ before departure./.

Late passengers may not be accepted for/.

travel.



Other Types of Messages: Notices

"2 .N610FEAQYG,

AND H CLSD. TWY K CLSD,
BTWN RWY 33, AND TWY J.
TWY J CLSD, BTWN RWY
28R, AND TWY C. RWY 28L
ARRIVALS, EXPECT BACK
TAXI RWY 28R. CTN, PSNL
AND EQPT WORKING, EDGE
OF CLSD RWY 28R.
CAUTION, BIRDS NEAR
AIRPORT.



Other Types of Messages: Weather

METAR PACD 192153Z 36012KT 10SM SCTO012
OvVC060 08/08 A2931 RMK AO2

RAE29 SLP924 P0O00O1 TOO0830083



Other Types of Messages: AFN / CPDLC / ADS-C

@2 .JA838JA0Y/ANCATYA .AFN/FMHJAL3, . JA838J,
86DA1E,212225/FAKO, PAZN/FARADS, 0/FARATC,
004FO0

P2 .N620FEH1X- #MD/A6

OAKODYA .ADS.N620FE07030B000CO10D010EO110010F
01799A

02.B-6535A6W/
UPGCAYA.ADS.B-6535080F13264825E41

2B-16705RAZQUTPEOCBR~1RA101192156
SA 19/21:54



Other Types of Messages: Scheduling

"2B-16708H1V- #T1:)DM01171719

/M99
/Q01
BR395/,/3SGN/,07
BR211/,/3BKK/,08

BR255/,/3DPS/,10

BR271/,/3MNL/,09:

BR265/,/3PNH/,09

:20/,T2/,C4/,0n
:15/,T2/,C7/,0n

:15/,T2/,C8/,0n

30/,T2/,C3/,0n

:10/,

Time/./.
Time/./.
Time/./.

Time/./.



Other Types of Messages: 7?77

2.NolOFEA9Z ...ADVS YOU

HAVE INFO G.5403

2.70042BC1B.ATSMCXA 192157

AGM

AN 70042B

— NO PARTICIPATING TWIP

AIRPORT IN REQUEST



Drones & FPV

Hacking the Wireless World with #sdr @spenchdotnet



2.4 GHz ISM

Sand Activity:

2400U

Drone

R/C

24501




Projects News Videos Events Contests Shop Publications

Find your DIY supplies in the Maker Shed — Kits, Books, Components, 3D Printers, Arduino, Raspberry Pi, More! =7 SHOP NOW

Frequency Management: Don’t
Wreck Your Nelghbor s Drone

By Tyler Winegarner March 3rd, 2015 3:12 pm Category Electro

Fishare WTweet 89 [PJRedat I+ Shwe 28 Prait @) Ssubmit

{

FPV Raemg

Frequency Management

http://makezine.com/2015/03/03/frequency-management-dont-
wreck-your-neighbors-drone/



What are we looking at”?



3D Robotics X8+
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mLive Video Downlink with GNU Radio

.

i 2 <O 2% Sat232pm Q

F Ed Vow RHuwr Tool H4
- - 4 7o 3 -
1 - . « o pad A3 - - \
e = r- ey * “ p . P —— .- .
' ; POU § a - - g : - ~e > - .* . e
Relay-Response 3¢ | FPV Wircless mic 3¢ | Rack roll wiredess mic 32 [ rds_mx 38 | will_mx fosphor POURX L |IPDURX S 1PDU - S -
- "
Generste OpSons : W X Ve Vaue whoe: I\ ™ Vabeo :"'" "" - Yaboo: TN
Newtre ' hod bag Type Type Trpe Type ““‘__"m Type
o Varah e Coarmem :
Variable Parameter = OPSX Demod Varstie iy o ’ ’
f B
=] ‘
!
AX LO Offset oM :
' T .
0 v x Ob X 40 & « g
Yo ‘ .
Comb . ,
ool RX Freq: 910M i - ’
Bo Waterfa Mag >
: Scope Piot Fersistence
= ope Pl i 3
o 4
o " ‘
“o 3
i . X/Div !
pe &) N - {
< Y/ Dy [
w X Of ‘
0 Y Of :
(= A -
(] A ANGx ’
Cw £
"
w,
1 Ch Trx ' -
o ' - v
Lal
Dot Channel X (v
Co Bl L
- - Crarewl Y | / ®
MNas bor ' i
- P -
C ”r ' 5
- . s
g 250 - o . . -
P A
. - ~
b ) 4 " \vk \ b
mpsk _rx_locp bw 1.4155m - . » —
B ¥ S SN d v’ £ St 3 A N 5
e S0 Ve - 1 —. - " n .‘.. =~ —J
Mo i v s > Rdbee 4.3 vesta [ Detoct Peoak
[ I m e -
gan_omega | Cowe p o B picoon = chronizy
Trigoer Wade: A Pachetsg PDU
Sae Ovdw Y ouenc y Y At Labet: Consnt »" e wtom - ; .
OV A w oA ’
=gan_mu 10m - f P N
Pet =)
et ' ! t
-'.-..; ne Tuning: 0 Measire
As
At Probe Avg M
:‘t loop_bw: 62.8319n Math O
Sot
A -
At bw: 62.8319m —_—
Yo
et J p—
aC_rate 1nm

une 3 -

Starting ot 215877
CARud B MWUPG

Frame dore! 3971 bytes

 MOP0ODNEw _BEPRGRS +ZEUNCPLTOOEFRD T Lam — "B

CAAMBAFO S L O




Live Video Downlink with GNU Radio




Spectrum Scanner

Rle Edt View Search erminal Tab Help
FFY
balint@crawfish: ~ X balint@crawfish: ~ X Dbalint@crawfish: ~ X balint@crawfish: ~ X Dbalint ghan 0: Gain: 45.000000, Antenna: TX/RX, LO offset: 6.250000 MHz, Freq: 1.852500 GHz 6.250000 MHz, Freq: 1.852500 GHz

Skipping 720 tail sasples for FFT
Running logarithas done

ICQYDu(a!an time: 85.376024 ms (average: 106.125339 ms, min: 82.826853 ms, max: 202.002048 =s)
Iteration time: 904.361963 =5 (average: 1032.769834 ms, min: 788,.772106 as, max: 1505.692005 =s)

Iteration: 63

I(ﬂanncl #0 state machine index: 915/816
lh?&t time: 2015/03/725 08:38:52.366709
USRP time: 1136081143.97

$GPGGA , 020544 .00,0000.0000,N,00000.0000,E,06,99,1.0,0.0,M,0.0,M,.,.*58
SGPRMC,020544.00.V.0000.0000.N,.00000.0000.E.0.0.0.0,010106, .25

[Chan O: Gain: 45.000000, Antenna: TX/RX, LO offset: 6.250000 MMz, Freq: 1.8951000 GMz

Tune time: 166.666985 ms (average: 167.829143 ms, min: 166.020870 a5, max: 209.619645 ms)
Acquisition time: 251.929998 =s (average: 250.633228 ms. min: 250.353098 ms, max: 254.163027 =s)
Channel 0: received 1250000 samples

Processing 610 FFTs

Skipping 720 tail sasples for FFT

Running logarithas...done

l(ov;utntlon time: 104.939938 a5 (average: 106.106523 ms, min: B2,
Iteration tise: 1115.706205 ms (average: 1034.086284 ms, min: 78

Iteration: 64

Il"x.l-mr] #0 state machine index: 916/816

Iﬂ?zt time: 2015/703/725 08:38:53.482449

USRP time: 1136081145.09

$GPGGA, 020544 .00,0000,.0000,N,00000.0000,E,06,99,.1.0,0,.0,.M,86,8,M,.*58
SGPRMC,020544.00.V.0000.0000.N,.00000.0000.E.0.0.0.0,010106, .25

[Chan ©: Gain: 45.000000, Antenna: TX/RX, LO offset: 6.250000 MMz, Freq: 1.889000 GMz

Tune time: 166.135073 ms (average: 167.802673 ms, min: 166.020870 =5, max: 209.6199845 ms)
Acquisition time: 250.420809 =s (average: 250.629909 ms. min: 250.353098 ms, max: 254.163027 =s)
Channel 0: received 1250000 samples

Processing 610 FFTs

Skipping 720 tail sasples for FFT

Running logarithm...done

ICovputntlon time: 96.598148 ms (average: 185.957955 ms, min: 82.826853 ms, max: 202.002048 »s)
Iteration tise: 861.246109 as (average: 1031.385656 ms, min: 788.772106 =s, max 1505.692005 =%)

Iteration: 65

Irﬁnwnr] #0 state machine index: 901/016

Host time 2015703725 08:38:54.343743

USRP time: 1136081145.95

$GPGGA, 020546 .00,0000.0000,.N,00000.0000,E,06,99.1.0,0,.0,.M,86,8,M,.*59
SGPRMC, 020546 .00.V.0000.0000.N.00000.0000,.E.0.0.0.0,010106,.%2

I(ﬂaﬂ 0: Gain: 45.000000, Antenna: TX/RX, LO offset: 6.250000 MMz, Freq: 1.852500 GMz

Tune time: 169.196129 ms (average: 167.824111 ms, min: 166.020870 a5, max: 209.619045 ms)
Acquisition time: 250.481844 =3 (average: 250.62763]1 ms. min: 250.353098 ms, max: 254.163027 =s)
Channel 0: received 1250000 samples

Processing 610 FFTs

Skipping 720 tail sasples for FFY

Running logaritha...done.

Iforputntlon time: 124.577999 »s (average: 106.244417 ms, min: B2.826853 ms, max: 202.002848 ms)

Iteration time: 1150.790215 ms (average: 1033,.222650 ms, min;: 788.772106 ms, max 1565.692005 ms)

Iteration: 66

Il"m'ul:r] 20 state machine index: 902/016 1000000 3000000 S000000
I"ast time: 2015703725 08:38:55.494573 +1 859

USRP time: 1136081147.1

$GPGGA , 020546 .00,0000,.0000,N,00000.0000,.E,.06,99.1.0,0,6,M,6,0.M,.*59
SGPRMC,020546.00,.V.0000.0000.N,.00000.0000.£.0.0,0.0,010106, %27

I(ﬂaﬂ 0: Gain: 45.000000, Antenna: TX/RX, LO offset: 6.250000 MMz, Freq: 1.85
’TJnt time: 166.520119 ms (average: 167.864353 ms, min: 166,.020870 a5, sax: 2




Ground-Level SN

& Python f 2 F D Fri80spm

Chan 0 Gain 45 000000, Ardenna e LBT 7 5000 e s e TYRY PPV 7 & .0

or 00, A T0roc L Baset S00000 MMz, Freg 831 5000 e TXRX ™o 00000 Mz, Freg 531 500X 2 Tene tiee: 2K 06002 ms Coverage: 206 200017 s, min: 300 958040 ws, sun: X3, 72794) m)
Aol tion time! 250 960000 s Coverage: 251 340500 me, oln: 290 S0E107 as, wen! 2L QUM m)

Owwel & recelved L9000 samples

Processing 24 MITy

¥ Skigptng 308 il saples for MY

Raning \ogerithe . dore

Computation tiee: 485 000041 ms Coverage: 1090 257787 ma, sin: 26D 250004 ws, s

Toaretion tiee! L7, 000008 o Coverege: JIZD ET20A7 s, sln: 1040 050001 as, mae: 2905 0000 m)

Iterstion: B

Owrval W 1ote sachine indes: 01908
Fost thee: DRALAB/IE 12000001 M0
Ut I7S. AW

Own & Goln: 45, 000000, Avtarna: TIVRE, LD of faet: 7.500000 Wi, freq: 1790908 Ou

Pere time! XN AV2EM an Covernge: D06 044000 ms, winc 100 050040 s, man: 37 TN )
Acavisition tise: 290 43008 ss Coverage: 251000660 ms, oin; 290 S0ALY7 s, sen: R0 AONT )
Owrnl §: received 129000 sonples

Processing 264 11Ty

Siipping 208 tell samples for MY

0 Newing logeritie. . done.

L Comptation tise: 10520060 s Coverege: 170, 006507 sa, win: 200 829060 ws,
Teeretion tiee: 1106 405LI) s Coverege: D00 B7PSEL ms, sin: 1106 45020 m,

1
!
|

|
i*
!
i
:

f,
i
i

; TIZRE, L0 offset: 7.500000 W, Froa: B26. 500000 M

1 300070006 mu, win: 300 95RNA) s, sen: 37T )
Coverage: T55.004073 sn, win: 290900177 s, sen: 201 420007 ms)
somg ey

figdd
HH
ifsd
HL
1

M

v I 'I 8

- A . .

it
. -
ié%
: i

Computation time: WG2. 051305 as Coverege: LS4, LMI70 ws, win: 230029060 ms, men: 26417, J52057 o)
Treretion tise! 1350000000 as Coverege: JPE.S02MS ss, winc 1006 405L2) ms, son: 2905 KI004 =)

: -,
T ACoAMtion tise: 290964000 me (everege: I31 M2 we, win: 29990481

JEV Onanmal 0: recetved 1290000 semples

Computation then: 205044040 s Coverage! 105 400000 s, win: 200 B2906) ma, max: JGELT. 350057 =)
u Ioerotion thee: 110 SA0A2 as Coverape: D054 GL00NL e, in! LLDE ADSLIY ws, mani 29058 KIS =)
PAS Y freretion: 86

Ol M state sachine (aden: BN

Y Mot tiee: 2030VLL 12000005 Q94

' U tiee: 279 0040

Own & Gotar 45, 000000, Mtorna: TIRX, LO offset: 7.500000 W, Froq: BN 500000 W

Tone tien: 300 000047 as Coverege: 300 272254 wa, win: 300 950040 ms, saxi W70 =)

»

rP00+ -5 H

s aradl gt B ML
. ‘_. \_; . o




Airborne SNR
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Kismet with Ubertooth Plugin on E310

Pkt/Sec
(%]
Filtered
()
GPS 37.407402 -122.127350 Spd: 9.75 mph Alt: 38.08 ft 3d fix Par: AC
) B Packets
Q
Data
INFO: Will attempt to reopen on source 'ubertooth' if there are errors raven
INFO: Added source 'ubertooth:' from client ADDSOURCE Hop
INFO: Started source ‘ubertooth’ ubertooth
INFO: Detected new Bluetooth baseband device 00:00:00:82:0A:25 0
INFO: Saved data files



Kismet with Zi Plugin on E310

View Seaxch Termne

naty . Termenl

Kismet Sort Yiew Windows

ettus-cloh

Elapsed
90:38.30

Networks
51

Packets
466

Pkt/Sec

Filtered

1)

GPS 38.901413 77.041794 Spd: 14.53 sph ALL: 1351.49 ft 34 fix Pwr: AL
4 . Packets
. =t
0
Data
INPO: Saved datas files
Short dotl1544 frase!

INPO: Detected new 802,11 metwork BSS 14:19, unencrypted, mno Beacons seen yet raven
INPO: Detected new 802.11 "o M 04:06, unencrypted, no Beacons seen yet Mop
INPO: Detected new 802,11 M 10:06, unencrypted, mo Beacons seen yet



Sackhaul

None: Run unattended

Wi-Fi: More 2.4 GHz ISM activity close to receiver &
imited range

Custom through SDR: greater range

. Simple MAC
from_radio Local addr: 0
Max ARQ attempts: 10
ARQ timeout: 40m
Broadcast interval: 2

Backoff: Linaar
fram_app_arg Backoff randomness: 50m
MNode expiry delay: 10
Expire on ARQ failure: Nao
Only send if alive: No




Alrborne Platform

- Spectrum Monitoring & Recording
+ Wi-Fi

- Bluetooth

- ZIgBee

+ Live Video

- Custom Backhaul
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ZigBee Wardriving

@ XQuartz Applications Edt Window Help T N4 Sat3diAM Q
O Q \ apimote-sweep2.pcap (Wireshark 1.12.6 (Git Rev Unknown from unknown)]
Fie Et Yiew Go Captuse Anahze Statistics Telephony Tools Imernals Help

ce4Am X2 A ER aaapln §@8 % B
Fnu[ ;JElp'ossm

No l Time l Source 1 Destnation l Protoood Length J info a)

0T " ’ v s P lwe lght Mesh, Wk De 3T ™) . 2 seh command ¥ e mAsmat
e % ' Larte ot 61 Lxcrypeed data (41 byteds)
y v . t
..... " £t ata N
’ 4 atla »
)0 ‘ ata N
’ e se
183 M. M7 fa801:1£890: 117210000 120111401 30 IPve &0 IFvS 20 naxt header
4 4. feb s ! ffrel i irw “ Fes T Y eade
5 "o 1219 1 £ (1010 0 L 000 0 INER $02.1) Jata, Dat fafeatest
» L A » r
] 4 ) L ata » .
' » ” L s
12 v L 3 J 1 | & ~ata .
) ] m” s
] ) X s .l ata » a
] ’ . r ’ ala »
y ) 5 » 3+
] ' - beq
) " ) £ ata -
’ ’ » 2. e »
) ' ) ' &5 Sata

Frase 19 40 ytes wire (I8 bits), 40 Bytes cp -z M bits)
v IEEE # ¢ Dara, . ? f ' far f
a ata
~ at A
. . a1 Bt
AN
"y ’

) SLoMIAN

INternat Pyot L Version 6, 200 fel0i s faM Lo P00 0000 (Fallinfdn3ulaT001000), Dany TEOL 0100 (110100 0)

fa %4 i

Frame (48 bytes) | Decompressed SLOWPAN IPHC (40 bytes) |
[ ol L 'Usersbalrd OChpmole-s... J Packets: 547 - Dsplayea: 547 (100.0°%) - Load me: 000003




ZigBee Wardriving

@ XQuartz Applications Edt Window Help < - Sat333AM Q
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/-\Wave around DC

555555F0EB1578020141010C0326021006F4F149DBCBBF29D4318B3ABOE28AAA32CB00F52E0115FF138C41156070576A259B421B16C
BECAA7TAFB8S8ESF838EEE2A [64 symbols]

555555F1555555545D514F41D515555574144A15575554557D5D5D1C3555A5C5091DFDDD4455717C1D6191F455754755757479D4715
555515D55544545552C17 [64 symbols]

555545F0DD4265E5714546F71474FD5935260618144170D55555F0D7242DFF0850455890060AAF3AA969B53F732828EF19B1A046E2A
OAAA6A2EA22A8E4BAAAB8 [64 symbols]

555554F055045C55555155555555D5555D555D55557545545D51F0551A5555515155D555555555155D5C5539CF5171475FF914006D5
D6751F5DD554528461F1F [64 symbols]

5555557001516570C7C55479DBBAAAEASS88AAF02281 6AAAEAAA2AEEBFBAOFE7C9D7D557C5C5755515557845025573F41F92080BAA22
E3F7E29DD555555515545 [64 symbols]

555555705725DF9C117E6FCB5667C3455550476C5D5A55554501DF5D60F20E4AA5066547FDD1D10FC75D7C42009CE5D497551551458
4259535E715C54007D1F1 [64 symbols]

555555F07D0F5DDF771387134E77D37F40F9280D237C455E6592E1E80544A54E5277911DF0D76051536553C5531355999C91C4173FE
6C952D730AA8EBSEASEQSA [64 symbols]

555554F0555554555714E7073FD8BF87BFOF6C20081C4CF8518E052EA41DA61F8EBCEDE6810DD3FA3928B31FD7AACS5BAA60F1889DB9
CA387D99EFF6996EFE216 [64 symbols]

555755F0D18CF24309530B0C18B0026F40B7A49C115183DE785BB71CD9C61F475185179D94A700EC50C68000020800050300C141C1C
1C0200070004068381008 [64 symbols]

555555F0D18CE24208030B0A0909C1342E8002187CF020CBF63DD0089D7E6C6DC44278632A44357FC200B9C485EE1785F6CC47C21BA
786F255808E0FC4235C79 [64 symbols]

555555F0D18CE24208410D0D012003FF96517925490C33D0F4F1FA2FEFOAE332C3B69189E0A08D0054029FCCE66C3F308FD3945AE73
39F33DDC600222BC43F67 [64 symbols]

555555F0D18CE24208410D0D012003FF964E3C5021C31F7A60DC1FOODFOOE4305DBOFFA1062E4F6B74F7CFFD4AAEES8E18EF9EF429941
1D82901B29F201FFC0088 [64 symbols]
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Fine Offset: 0

Xlate Offset: -19.3894k
Xlate BW: 24k

v Verbose console logging
BB-1 BB-2 Xlate-1 Xlate-2 4FSK Dibits Audio

Scope Plot Tem Persistence

Axes Options
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QOutput idle silence
Frequency: 469.45M
Auto tune: 0
Audio mul: 0

Final freq: 469.431M

DUID: LDU2 MFID:  Standard MFID (pre-2(
NAC: Default NAC ALGID: DES-OFB

Source: 0x129712 KID: 0x3780

Destination: MI: Oxb068e81a8eb86b6400

TGID:  0x0001
Gain: 20




% Properties: OP25 Decoder (Simple)

Key (hex)

Key map (hex) {0x3780: "

Idle silence

Output traffic Yes




LDUZ2: LSDW: Oxf301, valid

LDU2: @ hamming errors, valid

LDU2: 0874 0535 Q13F 0Q82E O7FF 02E2 061E 0010
LDU2: @8F4 @3DC 0605 08A3 O7FF Q6ED 0361 0064
LDUZ2: @935 0248 OSEE 06A9 O7FF 0578 014F QODE
LDU2: @935 014D @ODE1 024F O7FF @557 05B9 @ODA
LDUZ2: 0975 0908 @9EA OFD6 Q7FF 04C5 00F2 004C
LDU2: 096D @90C @A39 Q4ED O7FF @7BC 024F 0020
LDU2: @966 OCD2 @06D3 0018 0400 037F 0128 00OD5
LDUZ: 0924 OFC1 @9DB 0550 Q7FF @57A Q4FF Q0AA
LDUZ2: @9DD 0179 @D81 0C1C Q6DE 0197 04CE 0046
LDU2: AlgID: 0x81, KID: 0x3780, MI: ceed5275a045652600
DES: 1704 bits used from 28 iterations

LDUl: LSDW: Oxf83e, valid

LDU1: @ hamming errors, valid

LDU1l: LCF: 0x00, MFID: 0x00

LDU1l: Emergency: 0x00, Reserved: 0x4000, TGID: Ox0001, Source: 0x129712
LDU1: @855 OF42 @5F5 0534 0400 0130 0466 QOEZ2
LDU1: Q0AZ2 O5B3 OBFB 06B9 0033 016C 062C 0Q0FQ
LDU1: @82F O5F2 0161 0011 0400 0309 04FA 0060
LDU1: Q8ED @19A 0732 065C O7FF Q4AE 04C2 QOBF
LDU1: Q8EC 0358 @777 02A4 Q7FF 0649 OSF8 009D
LDU1: @8AC 016C Q1FE QEDQ Q7FF 073A 05C6 QOBA
LDU1: @874 O5F@ 01DD 0168 Q7FF 0426 057C 0031
LDU1: 0874 04F6 @7DD @736 O7FF 0403 Q1E6 QOF8
LDU1: 082C O5B4 009F QACZ2 Q7FF 0785 06A0 00CD
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