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Balint Seeber
Hacking the Wireless World:  Director of Vulnerability Research

Software Defined Radio Exploits BaSti"e



Overview

- Aviation

- RDS TMC

- Radio Direction Finding
- (P25

- loT

- SATCOM

- ISEE-3 Reboot Mission
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Aviation

Hacking the Wireless World with #sdr @spenchdotnet
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A Typical 747 has... 3 1 rad iOS

2 x 400 W voice HF

3 x 25 W voice/data VHF

2 x 100 W 9GHz RADARs

2 X GPS, 1.5GHz 60 W voice/data SATCOM
2 X (5MHz marker beacons

3 X VHF LOC localiser

3 X UHF glide slope

2 X LF ADF automatic direction finder

2 X VOR VHF omni-directional range

2 X 1GHz 600 W transponders

2 x 1GHz 700 W DME distance measuring equipment
3 X 500mW 4.3GHz radar altimeters

3 x 406 MHz EPIRB
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Heading
Altitude
Vertical rate

Flight ID

Squawk code




Mode S Decoder

--SCope

Modez 1 1 Rl
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Aviation Mapyper
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Aircraft Trails with Colour-coded Altitude




Takeoff at SFO
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Takeoff at SFO

pemsssme. - Welcome to Aviation Mapper

Click here for Info, feedback and to share - If you like this, Jet me Know.
I need to find a new receiver site near the airport ASAP - please help!
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Takeoff at SFO (Cockpit View)

emmsane, Welcome to Aviation Mapper

Click here for Info, feedback and to share - If you like this, let me know.
I need to find a new receiver site near the airport ASAP - please help!
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Decoder

Station: Hoae

Frequency: 131.550 MMz

Mode: either

Address: N2T7GM

Ack:

Label: ;: Data Tramsceiver Auto-Tune (charge fregquency)
Block: Y

130025

Waterfall Plot °""f”“

ACARS: Missing ETX!
ACARS: Missing DEL!
e Referem;e }eygl: 0.”}8&?22317

Tine: 2013.06-14 66 3H6

Station: Home

Freol.er—cy: L3144 MMz Axes Options
Moce: either -

Address:  NALSUA 2

Ack: NAX o

Label: RA: Command/Response Uplink (free text) €

Block: A -

QUCHIVAUA~LUASOST SFoewl

« MESSAGE FROM CHIDD -

1 DID SENMD UP A BRIEF

BEFORE LAUNCH. . .BUT TO

EXPAND FOR YERRRI*0 6 (633ru7>): +.»996< 0%+ 9.0Leru>l; >, 4 90. 6::, »"+ryu,0 9>. 040 <Bl) ></ >orules 100 (647 40/, +0

ACARS: 3 wrong (threshold 3) -
we> Reference level: 1.00097453594 ' ) ]
Tine: 20130614 00:05:07.957000

Station: Moe
Frequency: 131.125 MMz

Frequency (kMz)

Mode:

Address: N1OTUA

Ack:

Label: 71

Block: >

« PMD/AA OAKODYA.CRL.N1OTUA209CAEESESDAB32CSAB4

ACARS: 2 wrong (threshold 3)
wu> Reference level: 0.5%60391998291

Time: 2013.0 14 00:05:12 .

Station: Home

Frequency: 131.125 MMz

Mode: either

Address: GKND* >

Ack: Ox6a

Label: QA: OUT/Fuel Report (JATA Adrport Code)
Block: 8

SHOULD NOT DRIFT

UP ON THE ROUTE. IF
CLOSE. . .MINOR N DEVI
ONLY ABEAM LBF TO O8N
WILL UPDATE. PLEASE ACK
SO I KNOW YOU RCVD THIS
THAMX .

CHIDD JOMN SZEWCZYK

ACARS: 1 wrong (threshold 3)



Combined I\/Iode S & ACAZ%S
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‘Engineering’ Status Messages over ACARS
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~Waypoints Transmitted over ACARS
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RDS TMC

Hacking the Wireless World with #sdr @spenchdotnet



Stereo FM with : Recelver

0000 Still Sync.ed (Got 2 bac blocks on SO total)
O8A (THC) « PI:1CH1 - PTY:Rock Music (country:DE/JGR/MA/ /MWD, area:Regicnal 9, program:65)
#user msof diversion recommended. single-grp, duration:no duratiom given, extent:-2 scgments, event
O0A (BASIC) - PI:ICALl - PTY:Rock Music (country:DE/GR/MA/ /MDD, areca:Regional 9. program:65)
=x>Thl Timecss . . .Speech-STERED - AF:
B0A (BASIC) - PI:1CALl - PTY:Rock Music (country:DE/GR/MA/ /MD, arca:Regional 9, program:65)
se>Thi meess . . Speech.STERED . AF:
OOA (BASIC) - PI:ICALl - PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regional 9, program:65)
wu>Thl <um . . JSpeech.STEREOD - AF: I ’ —
08A (THC) - PI:1CAL - PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regional 9, progras:6s) Baseband (i
Suser asof diversion recomsended, single.-grp, duration:no duratiom given, extent:.2 segaents, event
02A {RT) - PI1:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regiomal 9, program:6%)

y's 103.7 Greatest Hits of ALl Tise
O0A (BASIC) - PI:LCHL . PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
wu>Thl <um .« JSpeech.-STERED - AF:
02A (RT) - PI:1C41 - PTY:Rock Music (coumtry:DE/GR/MA/ /ND, arca:Regiomal 9, program:65)

y's 103.7 Greatest Hits of ALl Time
02A (RT) « PI1:1C41 - PTY:Rock Music (country:DE/GR/MA/ /ND, area:Reglonal 9, program:65)

y's 103.7 Greatest Mits of ALl Time
OBA (THC) - PI:IC4AL1 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regliconal 9, progras:65)
Suser msofF diversion recomsended, single-grp, curation:no curation given, extent:.2 segaents, event
O0A (BASIC) - PI:L1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
wesThe wew . . Speech-STERED - AF:
O0A (BASIC) - PI:ICALl - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
wu>The <o . <« Speech-STERED - AF:
90000 Still Sync.ed (Got 1 bad blocks on 5O total)
O0A (BASIC) -« PI:ICAl - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
wuxThe <om . « Speech-STERED - AF:
O0A (BASIC) -« PI:LCALl - PTY:Rock Music (country:DE/GR/MA/ /MDD, areca:Regional 9. program:65)
wu>The <wm . .« JSpeech.-STERED - AF:
O8A (THC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /WD, area:Regional 9, program:65)
Suser asgd diversion recoasended, single.grp. duration:no duration given, extent:.2 segeents, event .
02A (RT) - PI:1C41 - PTY:Rock Music (coumtry:DE/GR/MA/ /ND. ares:Regloral 9, program:65) ’

y's 103.7 Greatest Mits of ALl Time Frequency (kHz)
02A (RT) - P1:1C41 - PTY:Rock Music (country:DE/GR/MA/ /ND, area:Regioral 9, program:65)

y's 103.7 Greatest Hits of ALl Tise
02A (RT) - PI1:1C41 - PTY:Rock Music (country:DE/GR/MA/ /ND, area:Reglomal 9, program:65)

y's 103.7 Greatest Hits of ALl Tise
OB8A (THC) - PI:1C4L1 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regicnal 9, program:65)
Suser asof diversion recommended, sulti.grp, continuity index:4, extent:-1 segments, eventllS:slow
00A (BASIC) - PI:IC41 - PTY:Rock Music (country:DE/GR/MA/ /MD, arca:Regional 9, program:65)
wu>The <om . . Speech.-STERED . AF:
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
we>Tre wew « « Speech.STERED . AF:
90A (BASIC) - PI:ICALl - PTY:Rock Music (country:DE/GR/MA/ /MD. area:Regional 9. program:65)
==>The <sm .« « <Speech.-STERED . AF:
O0A (BASIC) - PI:ICALl - PTY:ROCK Music (country:DE/GR/MA/ /MDD, area:Reglional 9, program:65)
=e>The <ow .« JSpeech-STERED - AF:
00000 Still Sync.ed (Got 1 bad blocks on 5@ total)
B2A {(RT) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /ND, area:Regliomal 9, program:65)

y's 103.7 Greatest Hits of ALl Tise
O0A (BASIC) -« PI:ICAL - PTY:Rock Music (country:DE/GR/MA/ /ND, area:Regional 9, program:65)
waxThe <um . o« Speech-STEREO - AF:
02A (RT) - PI:1C41 - PTY:RoCk Music (country:DE/GR/MA/ /ND, arca:Regiomal 9, program:65)

y's 103.7 Greatest Hits of ALl Tiae
02A (RT) « PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MD, arca:Regional 9, program:65)

Trace Options

Amplitude (dB)

Axis Options

y's 103.7 Greatest Mits of ALl Tise 103.70 ' Na wn Tys Rock Music 1C41
OBA (THC) - PI:1CAL1 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Reglonal 9. program:65) - " -
Juser msQF diversion recomsended, sulti.grp, continuity index:4, extent:-1 sepgments, eventllS:slow 20 \
O0A (BASIC) - PI:1CA1 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9. program:65) The Bay's 103.7 Greatest Hits of All Time :
wu>The <wew « «Speech.STERED - AF: o : 020 000 00 260 20 2.0 200 00 00000 X X 20000000 XX

ODA {BASIC) - PI:IC4l - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Reglonal 9, program:65%) »" s
wu>The wew . . Specch-STERED - AF:




Radio Data Service

02A (RT) - PI:1C41l - PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regiormal 9, program:65)
y's 103.7 Greatest Hits of ALl Tine

00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, arca:Regional 9, program:65)

we>AlLs Of <om . « «Speech.STERED . AF:

02A (RT) -« PI:1C41 - PTIY:Rock Music (country:DE/GR/MA/ /MDD, area:Reglional 9, program:65)
y's 103.7 Greatest Hits of ALL Tise

02A (RT) - PI:1C41 - PTIY:Rock Music (country:DE/GR/MA/ /WD, area:Regioral 9, program:65)
y's 103.7 Greatest Hits of ALl Tine

G8A (TNC) - PI:1C41 . PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regicnal 9, programs:65)

Fuser msgd diversion recoamended, single-grp, duration:no duration given, extent:6 segments, event) FM Demod

00000 Still Sync.ed (Got 1 bad blocks on SO total)

00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)

we>ALLSTAY <oe . .  .Speech-STERED - AF:

O8A (THNC) - PI:1C41 . PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regicnal 9, program:65)

Fuser msgf diversion recommended, single-grp, duration:no duratiom given, extent:6 segments, eventl

03A (AID) - PI:1CAL . PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regicnal 9, program:65)

ald group: BA . location table: © . AFI.OFF . basic mode - regional urban

Trace Options

03A (AID) - PI:1C41 - PTY:Rock Music (coumtry:DE/GR/MA/ /MDD, arca:Regicnal 9, program:65) )

ald group: SA . gap:3 groups, SID:05 =

03A (AID) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regiconal 9, program:65) o

2id group: 8A - location table: © - AFI.OFF . basic mode - regional urban g

OBA (THNC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /ND, area:Regicnal 9. program:65) &

Suser msg¥ diversion recommended, single-grp, duration:mno duratiom given, extent:.3 segments, event Y

03A (AID) - PI:1C41 . PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regicnal 9, programs:65) z

ald group: 8A - gap:3 groups, SID:05 < ) e Ontiaae
OOA (BASIC) -« PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65) v I\ ' X

werALL TAT <ow . . .Speech.STERED . AF:
00A (BASIC) - PI:1C4L1 - PTY:Rock Nusic (country:DE/GR/MA/ /ND, area:Regional 9, program:65)
we>ALL T4f <om . . Speech.STERED . AF:
68A (THC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, arca:Regicnal 9, progras:65)
#user asof diversion recoamended, single-grp. duration:mo duratiom given, extent:.3 segments, event ;
00000 Still Sync.ed (Got 2 bad blocks on 50 total) y {
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, arca:Regional 9, program:65)
wesAlLl Tine<os . . .Speech.STERED . AF: Frequency (kHz)
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
werAll Tingces . .  .Specch-STERED - AF:
00A (BASIC) - PI:1C41 - PTY:ROCk Nusic (country:DE/GR/MA/ /ND., area:Regional 9. program:65)
we>All Tineces . . .Speech-STERED - AF:
G8A (TNC) - PI:1C41 . PTY:Rock Music (country:DE/GR/MA/ /MND, area:Regicnal 9, program:65)
Fuser aso¥ diversion recoasended, single-grp, duration:no duration given, extent:.3 segaents, event
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
werAll Tinecns . .  .Speech-STERED - AF:
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regiomal 9, program:65)
we>All Tinecss . .  .Speech.STERED . AF:
02A (RT) - PI:1C4]1 - PTY:Rock Music (country:DE/GR/MA/ /MDD, arca:Regiomal 9, program:65)

y's 103.7 Greatest Hits of ALl Tise
O8A (THC) -« PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regicnal 9, progras:65)
#user msof diversion recommended, single-grp, duration:mo duratiom given, extent:-6 segments, event
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
wu>All Tinecss . .  .Speech.-STEREOD - AF;
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, arca:Regional 9, program:65)
we>ALL Tinec<es . - ~Speech.STERED - AF:
00A (BASIC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MDD, area:Regional 9, program:65)
werAll Timecns . .  .Speech.STERED . AF:
00A (BASIC) - PI:1C41 - PTY:Rock Nusic (country:DE/GR/MA/ /ND, area:Regional 9, program:65)
we>All Tineces . .  .Speech.STEREO . AF: e
Q0000 Still Sync.ed (Got © bad blocks om 5O total) Fre v 103.70 s w e Rock Music 1C41
08A (THC) - PI:1C41 - PTY:Rock Music (coumtry:DE/GR/MA/ /ND. area:Regicnal 9. pregram:65)
fuser msof diversion recoamended, single.grp, duration:no duration given, extent:.6 segments, even 18 -
08A (THC) - PI:1C41 - PTY:Rock Music (country:DE/GR/MA/ /MD, area:Regicnal 9, program:65) . The Bay's 103.7 Greatest Hits of All Time .
fuser asof diversion recomamended, single-grp, duration:mo duratiom given, extent:.-6 segments, even ex . XXMM MXK IO XRKNN e 2O KX
02A {(RT) - PI:1C4]1 - PTIY:Rock Music (country:DE/GR/MA/ /MD, area:Regional 9, program:65)
[] y's 103.7 Greatest Mits of ALl Tiae




Traffic Message Channel
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#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user
#user

Traffic Message Channel

msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#
msg#

single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,
single-grp,

duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:
duration:

minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,
minutes,

diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion
diversion

recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,
recommended,

recommended,
recommended,
recommended,

extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:-
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent:
extent: -
extent:
extent:
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/-\Wave around DC

555555F0EB1578020141010C0326021006F4F149DBCBBF29D4318B3ABOE28AAA32CBO0F52E0115FF138C41156070576A259B421B16C
BECAA7AFBSESF838EEE2A [64 symbols]

555555F1555555545D514F41D515555574144A15575554557D5D5D1C3555A5C5091DFDDD4455717C1D6191F455754755757479D4715
555515D55544545552C17 [64 symbols]

555545F0DD4265E5714546F71474FD5935260618144170D55555F0D7242DFF0850455890060AAF3AA969B53F732828EF19B1A046E2A
OAAAG6A2EA22A8E4BAAAB8 [64 symbols]

555554F055045C55555155555555D5555D555D55557545545D51F0551A5555515155D555555555155D5C5539CF5171475FF914006D5
D6751F5DD554528461F1F [64 symbols]

5555557001516570C7C55479DBBAAAEASS88AAF02281 6AAAEAAA2AEEBFBAOFE7C9D7D557C5C5755515557845025573F41F92080BAA22
E3F7E29DD555555515545 [64 symbols]

555555705725DF9C117E6FCB5667C3455550476C5D5A55554501DF5D60F20E4AA5066547FDD1D10FC75D7C42009CE5D497551551458
4259535E715C54007D1F1 [64 symbols]

555555F07D0F5DDF771387134E77D37F40F9280D237C455E6592E1E80544A54E5277911DF0D76051536553C5531355999C91C4173FE
6C952D730AA8EBSEASEQSA [64 symbols]

555554F0555554555714E7073FD8BF87BFO0F6C20081C4CF8518E052EA41DAG61FS8EBCEDE6810DD3FA3928B31FD7AACSBAAG60F1889DB9
CA387D99EFF6996EFE216 [64 symbols]

555755F0D18CF24309530B0C18B0026F40B7A49C115183DE785BB71CD9C61F475185179D94A700EC50C68000020800050300C141C1C
1C0200070004068381008 [64 symbols]

555555F0D18CE24208030B0A0909C1342E8002187CF020CBF63DD0089D7E6C6DC44278632A44357FC200B9C485EE1785F6CC47C21BA
786F255808E0FC4235C79 [64 symbols]

555555F0D18CE24208410D0D012003FF96517925490C33D0F4F1FA2FEFOAE332C3B69189EO0A08D0054029FCCE66C3F308FD3945AE73
39F33DDC600222BC43F67 [64 symbols]

555555F0D18CE24208410D0D012003FF964E3C5021C31F7A60DC1FOODFOOE4305DBOFFA1062E4F6B74F7CFFD4AAEES8E18EF9EF429941
1D82901B29F201FFC0088 [64 symbols]
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Shift: Yos
WX GUI Stider b -
10: xiate bw
Dok Vec Length: 1024k
.,‘__"f':" i Complex to Mag | Waterfall Sink (Baz)
N Vec Length: 1.024k Title: Wasrlall Pict {Combd)
. Log10 X Offset: 0
Converter: Float -
o Log10 n: 10 H- Dynamic Range: 60
n: 10 k:0 Reference Level: -10
k:0 Vec Langth: 1024k Ref Scal (p2p): 2

Vec Length: 1.024k

1
§8

Data Length: 1.024k
Freq Set Varname: None

Waterfall Sink (Baz)
Title: Wasrlall Pict {Cony)
X Offset: 0
Dynamic Range: 60
Reference Level: -10
Ref Scal (p2p): 2
Data Length: 1.024k
Freq Set Varname: None
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Top Block

xlate_freq: 10.75M
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Top Block

xlate_freq: 10.75M
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£ 0 f. 488.5
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Analysis




What you need

Dish + LNB + power injector + USRP + GNU Radio

(set-top box with LNB-thru)




D1 TLM1: 12243.25 MHz
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Beacon with Phase Modulation* (PM): 1PPS and two telemetry streams (sidebands)



Visualisation
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* Feed entire baseband spectrum into GR

(create new baseband
centred on stream)
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Perform ‘channel selection’ to isolate stream of interest

Frequency Xlating FIR Filter
Decimation: 10

Taps: firdes.low_pass(1, s...
Center Frequency: 0
Sample Rate: 1M
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Un-pack & find patterns

8-bit signed
16-bit signed =

Message header BCD

A
[ \

0001 [20 049 200] (1/1) ff 18 80 70 01 24 €9 ae ed 26 1a 07 31 90 19 fa 00 00 03 02 00 72 €9 2e
0034 [20 051 161] (1/1) ff 18 80 70 01 24 €9 c7 ed 24 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d
0067 [20 053 121] (1/1) ff 18 80 70 01 24 €9 d9 ed 2c 1a 07 31 90 19 fa 00 00 03 02 00 71 €9 2d
0101 [20 055 082] (1/1) ff 18 80 70 01 24 €9 ee ed 2f 1a 07 31 90 19 fa 00 00 03 02 00 71 e9 2d
0134 [20 057 043] (1/1) ff 18 80 70 01 24 e9 ff ed 36 1a 07 31 90 19 fa 00 00 03 03 00 72 €9 2e
0167 [20 059 004] (1/1) ff18 8070 N* ~ "~1a .07 31 90 19 fa 00 00 03 02 00 72 e9 2d
0200 [20 060 221] (1/1) ff 18 8r *31 90 19 fa 00 00 03 02 00 73 e9 2d

)
)
0233 [20 062 182] (1/1) ff 18 & 90 19 fa 00 00 03 02 00 72 €9 2d
0266 [20 064 142] (1/1) ff 18 sm 0 19 fa 00 00 03 03 00 74 €9 2¢
0299 [20 066 103] (1/1) ff 18 80 70 01 24 ea 62 ed 4f 1% 19 fa 00 00 03 03 00 71 €9 2¢
0332 [20 068 064] (1/1) ff 18 80 70 01 24 ea 75 ed 54 1a
)
)
)
)
)

19 fa 00 00 03 04 00 70 €9 2¢c
0365 [20 070 025] (1/1) ff 18 80 70 01 24 ea 80 ed 62 1a 19 fa 00 00 03 03 00 6d e9 2d
0398 [20 071 242] (1/1) ff 18 80 70 01 24 ea 98 ed 64 1a 19 fa 00 00 03 02 00 6b e9 2d
0431 [20 073 203] (1/1) ff 18 80 70 01 24 ea a7 ed 6e 12 19 fa 00 00 03 00 00 6¢ €9 2d
0464 [20 075 164] (1/1) ff18 80 70 01 24 ea bc ed 71 7 19 fa 00 00 03 00 00 6¢ €9 2d
0497 [20 077 125] (1/1) ff 18 80 70 01 24 ea cfed 7~ 0 19 fa 00 00 02 99 00 6d e9 2d
0530 [20 079 086] (1/1) ff 18 80 70 01 24 90 19 fa 00 00 03 00 00 6b €9 2b
0563 [20 081 047] (1/1) ff 18 80 70 01 2¢ 3190 19 fa 00 00 03 01 00 69 €9 2b
0596 [20 083 008] (1/1) ff 18 80 70 01 24 8a 1a 08 31 90 19 fa 00 00 03 01 00 66 €9 2b
0630 [20 084 225] (1/1) ff 18 80 70 01 24 8e 1a 08 31 90 19 fa 00 00 03 01 00 67 €9 2b
0663 [20 086 187] (1/1) ff 18 80 70 01 24 92 1a 08 31 90 19 fa 00 00 03 01 00 6a €9 2c
0696 [20 088 148] (1/1) ff 18 80 70 01 24 95 1a 08 31 90 19 fa 00 00 03 01 00 70 e9 2¢c
0729 [20 090 109] (1/1) ff 18 80 70 01 24 d 99 1a 08 31 90 19 fa 00 00 03 03 00 73 €9 2¢c
0762 [20 092 069] (1/1) ff 18 80 70 01 24 eb 6b ed a1 1a 08 31 90 19 fa 00 00 03 03 00 75 €9 2b
0795 [20 094 030] (1/1) ff 18 80 70 01 24 e~ 7~ ed a9 12 08 31 90 19 fa 00 00 03 03 00 76 €9 2b

0828 [20 095 247] (1/1) ff18 80 70 01 2 af 1a 08 31 90 19 fa 00 00 03 03 00 75 €9 2b
0861 [20 097 208] (1/1) ff 18 80 70 01 2 b3 1a 08 31 90 19 fa 00 00 03 02 00 74 €9 2b
0894 [20 099 169] (1/1) ff 18 80 70 01 2- b6 1a 08 31 90 19 fa 00 00 03 03 00 72 e9 2b
0927 [20 101 130] (1/1) ff 18 80 70 01 24 d bd 1a 08 31 90 19 fa 00 00 03 03 00 71 e9 2b
0960 [20 103 091] (1/1) ff 18 80 70 01 24 eb da ed c4 1a 08 31 90 19 fa 00 00 03 03 00 70 €9 2b

0993 [20 105 052] (1/1) ff 18 80 70 01 24 eb ef ed c9 1a 08 31 90 19 fa 00 00 03 03 00 70 €9 2b
1026 [20 107 013] (1/1) ff 18 80 70 01 24 ec 03 ed cd 1a 08 31 90 19 fa 00 00 03 03 00 71 €9 2b



Graphing the Data




ISEE- 3 Reboct
iject

Hacking the Wireless World with #sdr @spenchdotnet



ISEE-3

International Sun/Earth Explorer 3
Launched: August 12, 1978
Heliocentric Orbit

- Study interaction between solar
wind and Earth’s magnetic field




ISEE-3

Renamed ICE:
International Cometary
Explorer

First spacecraft in halo
orbit at an Earth-Sun L1
(Lagrange point)

First spacecraft to pass
through tail of a comet
(Giacobini-Zinner)




COMET HALLEY
3-28-88

ISEE3 MANEUVERS FROM LAUNCH
TO HALO ORBIT
TO COMET EXPLORATION

: DELTA 2914
LAUNCHED AUGUST 12,1978




Slingshot Manoeuvre after Orbiting L1

Altitude (km): + 1254235 .
Altitude (mi): 779345 ’

solar_altitude (km): 151716357 —
Solar_Altitude (Au): 1.014161 . www.see.com
. Solar_altitude (mi): 94272174 - .

Lunar_Altitude (km): * 980464

Lundr_Altitude (mi): 609232

27 Aug 1983 02:13:23.155



TOTAL S/C WEIGHT: 479 kg
EXPERIMENTS: 104 kg

HYDRAZINE: 89 kg
DIMENSIONS (MAIN BODY)
3D RADIO MAPPING ANTENNA
DIAMETER: 177 m
LENGTH (TIPTO TIP) HEIGHT: 158m
AXIAL: ¥ m EDIUM GAIN
RADIAL: 92m 2-GHz (SBAND)
ANTENNA
SHORT ELECTRIC
ANTENNA
SEARCH COIL
X-RAY
AXIAL AV ' e
AND ATTITUDE
CONTROL EXPERIMENT
THRUSTER BAYS MAGNETOMETER

SOLAR
ARRAY

SPIN STABILIZED AT 19,76 RPM

_
-t~
:
-

RADIAL
THRUSTERS

. 4
./
AXIAL AV AND ATTITUDE ¢/
CONTROL THRUSTER @
SPIN AND DESPIN

THRUSTERS



Old Telemetry Screen
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Revisiting Earth




Success Case

Far x-axis crossings

2014 Dec. 31, Dist. 255 Re Near x-axis crossings
2015 July 1, Dist. 269 Re 2015 Mar. 30, Dist. 178 Re
2015 Dec. 28, Dist. 267 Re 2015 Sept. 29, Dist. 188 Re
Lunar
end orbit
2016
Jan. 17

Perigee Oct, 26
Dist. 24 55Re

S6 Aug. 10, 20:47 UT
h 117 km, Z +205 km

2013 Nov. 4,170 UT

¥V 4.69 m/s

-2.94 m/sin V direction

-3.65 m/s normal to

the heliocentric orbit
Mathematical (K]V
0.1604 m/s

1 day after S6
Apogee Sept. 16

Dist. 230.49 Re



Total Delta V Requirementto Bring ISEE-3 Back to L1

==§==pre-Arecibo

Max Fuel

2 @ o1

sfw A eyaq
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3ny-g
INr-0€
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Inr-9T
INr-6
Inr-z
unr-Gz
unr-gT
unr-TT
unr-t
AR N -BZ
ARIN-TZ
ARt T
Aep-£
1dy-0€
1dy-£Z
1dy-9T
1dy-g
1dyf-z
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BN-6T
RBN-ZT
1A~
qa4-9z
qa4-6T
qa4-zT
qad-g
uer-62
uer-zz
uer-gT
uer-g

uer-T



Python Real-time Tracker
UTC : 2014-05-28 07:50:06.234132

Local: 2014-05-28 03:50:06.234096 (-4.0)
Lines: 471/2881 (2410 left)

Speed (km/s) : -3.4829406
Speed (m/s) : -3482.9406368
Speed (km/hr): -12538.5862925

Dist (AU) : 0.10369466811595
Dist (km) : 15512501.553089

Light time (one-way) : 51.744135 s
Light time (two-way) : 103.488271 s

R.A.: 7.7720059526
Decl: +21.4076608943
(adjusted for light time)

Downlink frequencies:

2.270400000 GHz: 2.270426377 GHz (+26.377449 kHz)
2.217500000 GHz: 2.217525763 GHz (+25.762858 kHz)
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Arecibo Radio Observatory




View from Above
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IF Panel
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10+

Weak Signal 2 Low R

SW

-21500 -21000

-20500

-20000



numpy & matplotlib

100
200
300
400
500
600
700

800

0 200 400 600 800 1000



Receiving Unmodulated Carrier




After Improving Pointing

- ~45 dB C/N

- Moving peak below due to Doppler shift

FFT Plot Peak Trace Options

40 - : 1 )

e Avg Alpha: 0.5370

-60 1
_ 70 Persistence
@
3 80 | A '
< on [ TVII0TY ' ’ it aem : \ : . . > IV Owe A s s v ' LB W : ‘ , Al e o .
277 WO o e o A P A 4 Y T o s et N R oWt ""/ﬁwn}w-\wnytrmfmw.www WA AR | Tacea |store
8 -100 Tace B Store
5 -110 Axis Options

120 dB/Dw.

130 Ref |

00 e || AULOSCA

259978 259979 259979 259.98 259.981 259.981 259981
Frequency (MHz)




Media

- Wide-spread coverage

- #ISEE3, @ISEE3Reboot, @EttusResearch,
@spenchdotnet

- This particular photo has appeared on The Register, CBS
NEWEN / | -




Preparing for Uplink

’




Fingers Crossed




Transmission to Enable Telemetry
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Veritying Transmitted Signal







P Suspense
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Round




Live Sampled Baseband

]
LO Offset: 1M
Ga 1
Freq 60M
Ant
xlate_decim: 64
FFT Plot
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o 70
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100
110
259.88 2599 259.92 259.94 259.96 259.98 260
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X HX
Trace Options
Peak Hold
Avg Alpha: 0.1333

Persistence

Tace A  Store
Trace B  Store

Axis Options
dB/Div: +

Red Leve +




Live Sampled Baseband

File Edt View Buid Tools H

o
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LO Offset: 1M
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Axis Options
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Phil Perillat: lives and Celeb rat | on

breathes the telescope
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Telemetry Modulated on Transponders A & B

J[15:26:55)

‘. Trace Options
FFT Plot
[ Y
2’ - Freq 260M
L - Average
| -30 Ant XRx *
40 ate o« 1 (3]
’ Py L enNC o
- > <FT
Q £
T ¥
o
g T Opti
¥ace A 0 e race Options
1E 4 FFT Plot 5 e
= - - a 30 Feax Moo
e B re v
5 i 0 Averaqe
1 Axis Options 40
100 dB/Dw 50
: 110 Ref Level + 60 Persistence
Aseb o
12( A 2 N
! 4 4 2 0 2 4 6 p
v o
Frequency (kHz) g tore
Chck 26 17M ? 90 , ¢
RBW: | 1.9¢ € a
UMD Warning:
Unable to set the thread priority, Perforsance may be negatively affected,
Please see the general application notes in the sanual for instructions. .
EnvironmentError: OSError: error in pthread setschedparaa 0 Aut
Using Volk machine: avx 64 sax orc f 4 -2 0 2 4 f
Delayed start: 2.000000 sec with USRP: <gr block gr ubd usrp source (1)>
Beginning sync at 1481393263 Frequency (kHz)

Caught local sync at 1401393264

USRP time set PPS: 1401393265 - <60.019
USRP start time set: 1401393267.0

USRP “started




Amplitude (dB)

FFT Plot

v

Frequency (kMz)

Trace Options

Peak Mold

Avg Alpha: 0.1000




Amplitude (dB)

PLL Loop BW: 10

XLate Offset

LL Loop BW

120

FFT Plot

Frequency (kMz)

Trace Options
Peak Hold

frace A

Axis Options

0B




Telemetry Demodulation & Decodin

P | o0 RV
PLL Loop BW

x
XLate Offset: 1 581k

XLate BW: 4k

Trace Options
FFT Plot T 7

10 Avg Alpha 1000
20

Per ¢ ¢
30

Amplitude (dB)
J

ace A £
60 3 8 .
0 Axis Options
- 18/0i +
0
Ref Leve
90

100

120 100 -80 60 40 -20 0 20 40 60 80 100 120

Frequency (kHz)

v y

Aud 0 (‘,5.’,':1

Audio T cM
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PLL Loop BW: 1

XLate Offset 15.8%371%

XLate BW. 18k

Amplitude (dB)

90

FFT Plot

- Trace Options
Peak Hold

race B

100 170 100 .80 60 40 20 0 20 40 60 80 100 120
Frequency (kHz) L Of
Audio Tone Offcot A k
Audio Tone Mu k
l‘n'




Propulsion System

Current tise;: 2014.06.24 13:50:54,153003
Data arrived: 2014.06.24 13:50:54.161531

Data lag : -0.008515

Data source: Rate: 1027, drops: 0000

Complete frame count: 9, sync reset count: 3, sinor frame discontinuities: 5.

frame counter

cad cIr b

ed Ctr &

non_ess _current

28v bus

ess current
sa_current

shunt dump current
hps 1 thruster select
hps 1 sector_initiate
hps 1 sector width
hps 1 num pulses
hps 1 firing ratio
hps 1 ratio select
hps 1 logic pwr

hps 1 init term

hps 1 complete

hps 1 28v on

hps 2 thruster select
hps 2 sector_initiate
hps 2 sector width
hps 2 num pulses
hps 2 firing ratio
nps 2 ratio select
hps 2 logic pwr

hps 2 init term

hps 2 complete

hps 2 28v on

hps 1 prm_tk htrs
hps 1 sec tk htrs
hps 2 pra tk htrs
hps 2 sec_tk htrs
hps 1 2 pra_1n_htrs
hps 1 2 sec In htrs
accel pwr monitor
hps 1 tc

nps 2 tc

hps 1 temp supercom
hps 2 temp supercom
spin rate

spin period

mag rate

mag period

spin angle

fss angle

nps 1 tk press

hps 2 tk press
hps 1 lv a
nps 2 v b

hps 1 lv ¢
hps 2 v d
accelerometer

Receiving

[0012] « 136 (001: 135)

[6618] = 251 (688: 96)

[0010] = 149 (008: 0)

[0015] = 3.951613 A (valid) (004: 3.911290)
[6016] = 28.144000 V (valid) (688: 28.136000)
[0015] = ©6.233871 A (valid) (002: 0.225806)
[0014] = $.277778 A (valid) (000: S.158730)
[6083] = ©.685484 A (validg) (684: ©.887097)
[0007] = 000000000000 (009: 010110000110)
[0007] = 475 (009: 252)

[6087] = 2 (889: 8)

[0008] = 4 (009: 2)

[o008] = 15 (009: 1)

[0088] = enabled (613: disabled)
[60668] = on (816: off)

[0008] = 0 (009: 1)

[0008] « incomplete

[0688] = off (817: on)

[0007] = 000000000000 (009: 011111100100)
[0007] « @ (ees: 712)

[6687] = @ (688: 3)

[0007] = 0 (008: 1078)
[0006] = 0 (015: 9)

[6686] = disabled (815: enabled)
[0006] = on (008: off)

[0006] = © (015: 1)

[6686] = complete (688: incomplete)
[0006] = off (008: on)

[0004] = off

[6084] = low (803: off)

[0604] = off (011: low)

[0004] = low (003: off)

[6084] « low (803: off)

[0684] = low (083: off)

[0003] = 119

[0003] « .55.088889 C (valid) (001: -51.600000)
[6683] = -16.818811 C (valig)

[0005] = 1 (005: 145)

[0004] =« 1 (012: 253)

[6683] = 19.1595852499

[0003] = 3.13159179688

[0003] =« 18.7810935769 (006: 19.2120075047)
[6083] = 3.19478214844 (896: 3.123846875)
[0003] = 207.686910423 (007: 0.9)

[0004] = 91.640968429%4 (001: Data out of expected range)
[6683] = 0.000000 psi (valid)

[60003] = 4.800000 psi (valid)

[0004] = 0

[6084] - @

[60064] =~ 6

[0004] = 0

[0234] « 119 (e1e: 221)

(136, 60)
20
21
(136, 85)
(136, 86)
(136, 87)
(136, 101)
(134, 121)
11
12
12
13
14
14
14
14
14
14
16
17
17
18
19
19
19
19
19
19
55
55
55
5S
55
55
(136, 38)
(136, 41)
(136, 51)
(134, 57)
(134, 67)
35
35
£
39
35
58
(138, 115)
(136, 121)
(134, 61)
(134, 61)
(134, 61)
(134, 61)
(137, 40)

spinup
“st~

001
801
000
ooe
e8e

000
084
001
001
881
901
001
001
001
001
001
001

001
881
001
001
881
001
001
281

003
003
063
003
003
063
001
001
081
005
004
087
007
006
086
007
001
000
000
004
004
064




Live Telemetry from

Sochum

- Many thanks to our friends at AMSAT-DL
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Telemetry During Thruster Firing

Jnuradio-companion x vm. py localhost: ) X balimgcrawfish: ~ X ssh X -15900:127 x vncviewer -bgr233 X balntgcrawfish: ~ x tim_graph.py loca x tim_graph. py local x um_graph.py loca x tim_graph.py local x

Data ar accelerometer: -0.002416 xpdr_b_signal_str: -72.105263 dBm
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Hydrazine Propulsion System

HPS-A
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New Orbit




A SPACECRAFT FOR ALL

The ISEE-3 was launched to study the Sun in 1978, but ended up redefining
space flight. Now it's on a new mission to become citizen science’s first
¢ spacecraft, with data accessible by everyone.

SEE THE JOURNEY SEE LIVE VIEW




www.spacecraftforall.com
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Thank you!

You can't protect what you can't see.

Bastille

@spenchdotnet GitHub: balint256

balint@bastille.net GitHub: BastilleResearch



