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Hacking the Wireless World:

Software Defined Radio



Overview

- FMCW & Passive RADAR
- FPV Decoding

#GNURadio




FMCW RADAR

Hacking the Wireless World with #sdr @spenchdotnet
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Pulse Width (1)

Pulse Repefion Period (T)
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RADAR Range

PRF / PRI: Pulse Repetition Frequency / Interval

Pulse of width TX'd at PRF, switch to RX during idle

Transmitted Pulse

+ Time delay = RTT
Target Retumn

Range=RTT xc/2 A

- A: Unambiguous |< T=PRI= 1/PRF ,l TIME

B. Ambiguous - — > |‘_Amblguous
http://www.rfcafe.com/references/electrical/ew-
radar-handbook/propagation-time-resolution.htm |<— T=PRI= 1IPRF—>| TIME



Raw RADAR Return Plot

Each scanline is synchronised to an emitted pulse

———ms — e - o

Scanline is amplitude of samples over time (also range of the return)
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Example (simple impulsion): transmitted signal in red (carrier 10 hertz, amplitude 1, duration 1
second) and two echoes (in blue).

Before matched filtering After matched filtering

https://en.wikipedia.org/wiki/Pulse_compression
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If the targets are separated enough...
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FMCW

-+ Transmit a ‘chirp’ (strong self-correlation)
-+ Can be full TX duty cycle

- Think about chirp as a matched filter (not a VCO)
Filtered result is range information
ike normal CW pulsed echos '
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https://en.wikipedia.org/wiki/Pulse_compression
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Signal Flow (Continuous / Full Duty Cycle)

Chirp Gen X |
Chirp becomes constant tone,

reflections higher tones!

‘De-chirped’
signal

In RF plumbing: can remove locally RX'd TX signal,
only hear echoes (make better use of ADC dynamic range)



Signal Flow (Continuous / Full

RF- Generator
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Time delay produces frequency shift!
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FMCW in the Frequency Domain
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FMCW in the Frequency Domain (

De-chirped)

TX Chirp RX Echo

/

Frequency change implies time (and therefore range)

Af




FMCW in the Frequency Domain (

De-chirped, FFT)

TX Chirp RX Echo FFT size = # samples in one chirp
f One bin = duration of one sample



FMCW in the Frequency Domain (De-chirped, FF*

TX Chirp RX Echo |
f RX Echo Moving targets




Many Variables

Sample Rate: sets sample duration, limits range
resolution

Chirp length: sets PRF, limits unambiguous range

TX/RX geometry: monostatic/bistatic, sets path (signal
propagation/time model)

Target Target
/ / \
A 1/\ \
) \ >\, '- ' / (
[ N | I N = \
/—ﬁ ( - Bistatic Radar [4_—_—{‘ \J

Antenna Monostatic Radar Tx-Antenna Rx-Antenna

http://www.rfwireless-world.com/Terminology/Monostatic-radar-vs-Bistatic-radar.html




Many Variables

-+ RF: speed of light (fast)

- Time of one sample: large distance

+ Increased sample rate: better range resolution

Nn-1

Nn-1

Energy in each: reflected energy at that (RTT) time

N range (FFT) bins (each one sample duration)

Time



Hidden Returns

- Multiple targets end up in same range bin

- Target echo Is too weak, swamped by local TX/clutter

-+ Any other information we can use to disambiguate”

Nn-1

n-2

Nn-1

X CRirP

Time



Doppler Effect

+ Moving target will cause slight shift in received frequency

+Think about wavefront being received after reflection off
target: phase change due to motion

[l

https://en.wikipedia.org/wiki/Doppler_eftect




+ Collect multiple return periods (requires Integration Time)
- FFT across each range bin

+ Velocity information for targets (w.r.t. RADAR system!)
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Doppler Processing
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Doppler Processing

RIAVAVAY
t=RTT  Phase difference: % 0 degrees



Doppler Processing

X
t=RTT  Phase difference: m ? degrees



Processing (Integration




sdi

D1 m Changing phase over integration period

Doppler Processing (Integration Period)

JAVAVA

02 Get phase information from each FFT bin
for each range transform
Successive periods !

AVAVAV < y
03

"Q
04 WV Changing phase over time = ?




Doppler Processing

Row: range (FFT) bins

Column: same range bin over
Integration period

Doppler Integration Period

One Chirp (sample time)

< >
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Doppler Processing

Fill in rows, read out columns

Interleaver! (read out more frequently for faster updates)

F
Magnitude: velocity for a given doppler velocity,
for a given range (display as image!)

De-chirped mmmmmn 4 |Nterleaver

signal




Speed of Light

Frequency (Hz):
Frequency (MHz):
Wavelength (m):

150000000
1500.0
0.2

0

Range resolution (m):

150.0 |

+  Range resolution
too low

PRF (Hz):
Pulse duration (s):
Pulse duration (ms):
BW (Hz):
BW (kHz):

Unambiguous range (m):
Unambiguous range (km):

Samples in plot:
Max range in plot (m):

100.0
0.01
10.0
2000000.0
2000.0

1500000.0
1500.0

512
38400.0

Vmax (m/s):

5.0 |

Unambiguous doppler (Hz): +/-
Exact

Unambiguous velocity (m/s): +/-
Unambiguous velocity (km/hr): +/-
Approx

Unambiguous velocity (m/s): +/-
Unambiguous velocity (km/hr): +/-
Fdoppler (Hz): +/-

Doppler bins (total):

Doppler resolution (Hz):
Doppler integration time (s):
Doppler resolution (m/s):
Doppler resolution (km/hr):

50.0

5.00000016667
18.0000006

5.0
18.0
50.0

256

0.390625

2.56
0.0390625013021
0.140625004688



CODAR

- Mapping ocean currents with HF RADAR




Gulf of Maine CODAR Spring 2010
| | |

46°00° : : —— o
Proguced by the Liniversity of Maine ) \1?2":.
NERACOOS Operational {(UMaine) 5t U;m
Canadian Coast Guard (OEA Tech.) .
45°00' - ] B
Cutier - Iy
Ellsworih \ 1d Manan
- 0y
Belfast -
(g = e
“ o
Cape St. Mary 7
44°00" - -
~‘

i
= L}
-
3 arkes Harbour
=
-

43°00' -

42°00" — .

41°00° T T T T T T T

71200 70°00 69°00" Bge00’ B7°00' BEe00" B5e00" B4°00"' B3°00"

Longitude, © W

http://gyre.umeoce.maine.edu/gomoos/codar/



y , ’?)
-/ San | Dlegq

. Coronado

-

Chula Vlsté:' =

~——
’ W/

http://cordc.ucsd. edu/prOJectS/mapplng/mapé/



Mixing (Nulling) or Gating (Switching)

- X & RX same site (monostatic)

- Remove TX signal at
receiver before digitising
(avoid saturation)

- Discontinuous TX
(gating TX signal)

+ Gating produces AM
sidebands in frequency
domain







lonosphere

- Wil reflect CODAR waveform!

Can image ionosphere

Daytime
Ionospheric reflection
{under normal condition)












Distance

Time



Signal Source
Sample Rate: 25.734k
Waveform: Saw Tooth2
Frequency: 1
Amplitude: 2
Offset: -1

Distance
Time

VCO (complex)
Sample Rate: 1
Sensitivity: 3.14159
Amplitude: 1
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ATSC Live

Passive

RADA

:%

Use known 511 PN synchronisation sequence

~41 Hz

~28 M

+/- ~5bm/s

7 Data + FEC Segment
- Sync
+h
+3
+1
—1
-3
-5
) 4
Symbols
-7 1y Byte Symbols
I > | < 828 Symbols = 187 Data Bytes + 20 Parity (R-S) Bytes 1 Byte
4P
< >

832 Symbols = 188 byte MPEG data packet + 20 Parity bytes = 1 segment

http://www.tek.com/document/primer/fundamentals-8vsb
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Bistatic Geometry

Range is path from transmitter to object +
reflection to receiver

Important to remind yourself: not monostatic
Factors:

Position of transmitter

Position of receliver

RCS of target (consider surfaces)
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FPV

Hacking the Wireless World with #sdr @spenchdotnet



First Person View

- Analog video = low latency (no encoder/decoder delay)

5.8 GHz band

dronepedia.xyz






(Rotated)



Composite video (FM)



Wikipedia
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Simple Decoder

-+ Black & white (luminance only)

- Matched filter for vertical sync

-+ Read out fixed numlber of samples for raster

- Adapt resampler to match expected vertical sync rate

- Handle interlacing (even/odd fields)



Vertical Sync Matched Filter

Determine even/odd field immediately after V Sync

10
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Rate matching

-V Sync filter output fed to peak detector
DPLL locks to pulses
Rate Synchroniser uses DPLL period & target rate

{5 oo Any Block - Froat To Char - Any Block
Maker: baz.peak...1.0, 10000) —— Maker: baz.dpl... *, Faise) [GUE] - - -
:
I
|
I

Import
Import: rate_synchroniser
; Any Block (Message) E
L |0 | Desc: N
Maker: rate_syn..bose=True) : r_.

.--.‘.?i L Virtual Sink [
: Fractional Resampler (Baz) Stream ID: ntsc

- Phase Shift: 0 F
: Resampling Ratio: 1.2
) Virtual Source
T "E Stream ID: image




Not Quite...

VWouldn’t lock
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O 0199 <

it's not NTSC, it's PAL!




Scanline number

D O W N -

23
24

51
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Capture FFT Capture Waterfall
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Thank you!

You can't protect what you can't see.

Bastille

@spenchdotnet GitHub: balint256

balint@bastille.net GitHub: BastilleResearch



