< Balint Seeber

spench.net
@spenchdotnet

Hacking the wireless world
with Software Defined Radio




Overview

Introduction

The Australian Geographical RadioFrequency Map
(as a research tool)

Security through obscurity in hospital pager systems

Tracking planes in your local airspace:
combined Mode S transponder and ACARS receiver

Decoding satellite-downlink traffic



About me
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Presentation Notes
Contraption
Cherry Ripe (MI5 numbers station formerly based in Guam)
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Prime number counter
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GSM + Gammu + Wireshark

Wl oo 20ami - Wireshare R o@] = )

Eile Edit VMiew Go Capture Analyze Statistics Telephony Tools Help

S DERXZE Wes DT L

EIRCYEN

>

G5M A-I/F DTAF - System Information Type 3
Protocol Discriminator: Radio Resources Management messages
2 Rdgement Message Type:

Cell CI: 0x7173 (29043)
= -

jon - LAC {Ox0be0)
Mobile Country Code (MCC): 505, Mobile Metwork Code (MWC): 02
Location Area Code (LAC): Ox0Obed (2912)

Control Channel Description

Cell Options (BCCH)

Cell selection Parameters

RACH Control Parameters

HEEBHH

System Information Type 3 (0x1b)

F_Il'lEl:| | * Expression.. Clear Apply
Mo, . Time Source Destination Protocol  Info Tl
Fa=R e =2 ol Uauwea> L WM o
251 0O BTS Broadcast GSM Um (DTAP) (RR) System InTormation Type 2
252 0O ETS BEroadcast  GSM Um (DTAP) (RR]) System Information Type 4 =
252 O BTS Broadcast GSM Um (DTAP) (RR) System InfTormation Type 1
254 0 ETS Broadcast GSM Um (DTAP) (RR) System InTormation Type 2
Broadcast E ] System Information Type 3
256 0O BETS Broadcast GsM Um (DTAP) (RR) System InTormation Type 3 -
Frame 255 (23 bytes on wire, 23 bytes captured)
= G5M Um Interface
Direction: Downlink
Channel: BCCH
ARFCHNI B1
Band: P-GSM 200, Frequency: 951, 200MHZ
BSIC: 37
TDMA Frame: 124340
Error: 0O
Timeshift: 4
0100 10.. = L2 Pseudo Length: 18
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Can correlate Cell ID with publically-built databases


Field Test Mode

3> MDI:d2m/RSSI_RESULTS t=0afe nr=73: D 83:
01 b1 00 65 ab a3 b1 a0 a0 a6 9d a1l 80 a4 80 80 80 80 80 80 80 aa

@ ox (O RA (ownBCCH () Primary configured for TX Primary Channel: 43 4/5 CCCH Only peric
FN: 2450161

L T RSSI: 66 Only upd:
Meighbour: False

T Bias: A9 Last received:
1565402440369

ARCFN  BSIC Frame Number Logical Channel  Time Shift Category Last Received Time Slot  Cell

1/2 255D60 SCH s Meighbour 356545 888
4/5 2562F1 CCCH s Primary 356540.245... 505/2/292/772
27 33D5A 5SCH Meighbour 356552 734 505/2/2911/6D75
L] 33D8D SCH Meighbour 356552 362 . h05/2/2511/6076
4/5 1AFS2A SCH Neighbour  356551.697... B05/272M2 T3
4/5 1AFEC4 5CH Meighbour 356552182 . WHNT
79395 SCH Meighbour 356551532 . h06/2/2912/28F1
33IE26 SCH Neighbour  356551.529... 505/2/2911/6077
SCH MNeighbour  356555.969...
SCH Meighbour  356551.852 . 505/2/2912/5C27
SCH Meighbour 356622 .308...
SCH Meighbour 356622 .308.. 505/2/2912/28F2
SCH Neighbour 356622308 .
SCH Meighbour 356622 308..
SCH Neighbour  356622.308...
Neighbour 356622308 .
Meighbour 356622 308..
Neighbour  356622.308...
MNeighbour 356622 .308. .
Meighbour 356622 308..
Neighbour  356622.308...

HEEsYEYEEERESE25088 %

Eoe2aBYYy

&
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RSSI_RESULTS required reversing


Geolocatlon W|th GSM
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RFNetMapper

oy e I ) — E 3
Fig (ovnies ek @ ety  Wees oy
i f map Wi as g bl
o i .j =STETH
BT R g | S————— oy T ﬂ“ﬁ" ey B Bt
¥
. oy i
& g
e L - ¥,
- et - '
o e i | B
WO B R P et Loges Tewel e Bl Cowgey Ul Py Tow B Col LN —— 1:_ i
" R [ =] 1 g I WML s i L |
a 1 @ o s i [ MEE 0 VI \
] Wi & o [ ] [ =L T L R M
™ ¥ B O F=:9 b g I [EEE IS =
L] ¥ & wEb e i p— I N PN —
- W T s e g JN T [—
L] W W W ie i g M2 T ]
[ M W e e o 1Y ¥ T
L 1] i n T L % g SeERT N L= & (PR S —
= W T I Th il [ee——— WAHILET —
[H] W & T s [ LT | A 2PN L D i
n ¥1 B D D iy g MUY Y LTI
w B W e 1 g N0 T S 1 P =
a I B Om =] F ] [ T LT B
5] i A [ =] i e SR L. i 4] -
LT B e = g T WP 1]
H L = " T L A g ST A L
n L I e . g ST T LA
n T = i [ T
L] I T N g NJEET Y HECLTIL DA
[§] (2] 4 il 1% ] g TN LA . s x
1) o Mg MW il
- e o= B g AT TR - ETE H mm A
[ "o chEw g MISIT TN | -
. i g T Y = e
- 1 Sgmcer T Wil o
= 1 g I, A ®
wH 0
- o
-] ™
= . m
= |-
[ o om
L— -
L= NE T
= - 0
- g -
= O
¥ w7
R BRI, e wadd m
§ealE B | - 2 r
win Wt gt B s 1 -
il Gaase T i P Dl G ek & e - i — e

fimrrrmy, Fromary SAFCW 4] BIIC 7 % WP



Presenter
Presentation Notes
Plot of single ARFCN


ACMA RadCom Web Inte

acma.gov.au

Found 10526 sites within about a 200 kms radius of Latitude: -34 17 47.782 Longitude: 150 56 20.778.
Coordinate Projection: Australian Geodetic Datum 1966 [AGDEGE6]
[List Mearby Sites ] [ MNew Site Search ]

Refine Search

rface

Register of Radiocommunications

A

Show Site names
Show ACMA mapagrid

Radius/Zoom | 200 kms E|
Latitude D -34 M 17 5 47782
Longitude D 150 M 56 5 20,778

(o | [Use Degrees Decimal ]

Pan 3436 Zoom IMN OUT

Site:
Approx distance:

Site proximity usage notes;

Map display accuracy within 10 metres.

Distances shown are approximations only (they are not latitude compensated).

Toview images correclty, browsers must be able to accept both Javascript and compressed SVG content.
You can download the SVG viewer Ver 3.0 from Adobe to view site search results.

If you do not wish to install the SVG viewer, the List Mearby Sites link will display the results in table format.
Use right mouse button for additional SVG pan and zoom functions.

GMDA 1M 2001 and MAPDATA-2.5M data @ Commaonwealth of Australia (ALSLIG) 2001,

Copyright & Australizn Government 2005,
Importsnt Legal Motice | Privacy Statement | Accessibility
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Most graphics-oriented part of site (rest is all multi-page tables)
SVG plugin for IE crashes browser


Enter RFMap...




W e e 1o -

= o | Coardinates
= == I Point-to-point
E as o [ | Ceeity S

S me = R NASA SRTM [

DL

E"‘[K]‘I._tll.,' Asuns will be felched, bulmers a8 oo many Bles far manual updating - 5 iles ioaded, 1 Allers spphed

Map dets 82011

Enoigges, Googe

The RFMap web interface



All sites, point-to-point links &
elevation data
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Thers were taa many sites to send; the list has been uncated. Zoam in - B01 sies loaded
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Confirmation that spatial data is correct as false colour blends with satellite imagery


NASA SRTM
--miwooz=—=n Fleygtion Data

R ) " = Legal info
: ‘Zaom into startfatching sdes.
Gﬂﬂsk Zoom too low. Zoom or speaty 3 view filer. Map data £2011 Europa Technologies, Googhe, Tele Atles, Whanes(R), Sonss Ply Lid imagery ©2011 NASA, Terrakleincs - Terms of Use
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Description Operations Complex South Tower, Tapleys Hill Road, ADELATDE ATRPORT

details: frequency assignments

Address 84, 3030
Position -34 0504055301581, 138.519807338627
R 2 1 | 2| pexds last=>
t h‘ loon Freg - Em Des Client Links Menu
v 131.45 MHz 13KDAZD ARING Incorporated a >
1 _, 1.03 GHz SMTEPON Airservices Australia 1] >
..- ‘ 1.09 GHz SMTEPON Airservices Australia 1] >
vodafone 1.9228 GLM&ZEHLE‘GMMM&MHHH Fty Limited g24 >
1.088125 GHz - 1.091875 GHz, VZ5933, 200W, Corner Reflector (Vertical Polarisation):
1.9228 * :
vodafone ﬂ{ AEA (521(V])
vodafone  1.89228G o=

vodafone
vodafone
vodafone

21128 GHz
21128 GHz
2.1126 GHz

T.732875 GHe

AMEBGETWEC
IMIGTWEC
INTIETWEC
IMEDGTW

Vodafone Hutchison Australia Pty Limited
Vodafone Hutchison Australia Pty Limited

Vodafone Hutchison Australia Pty Limited

Airservices Australia

Coral 5

Yy ¥ ¥y

next =

last ==

o
Harbaor

Australian
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Mode S air/ground & ACARS


Antenna radiation pattern™
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* Approximated from available information, very rough visualisation purely for determining direction and relative comparison against other assignments
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] Description Waterboard Tower Villiers Road, HORSLEY PARK SO rti n b
i Address  HORSLEY PARK NSW 2164 g y
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Timing, Ssa

Zoam oo low Zoom in o shart feiching sites, or specily 3 view 88ar - 2772 sites losded
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Ausiralan
B

Aialuin Sed

Dhescription
Lddress

Poxitiom

wodafone

Tedutra
L]
Telutem
vodafone
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NextG ‘links’


ATy - AL e ¥ 7 S L T T T = | - = . . :
= 14
[t wi PR h-_.|- .‘-f-‘h — Fnm s e E of 8 uu.",,__ L 0 oy, _
o] ey st : i" .{ - - - "-"'vl, 1 [Er e
3 { 3 -
: .

Caral Bua

RETTh

-

wiaalle

oalard

F Sydnay
Wabangang
Lilailila
Mipntralban
Capital
3, a Torritory

[+ 1T =
Auafralian e -.
Rl 4.--.

1= 2
Warmambaol e
- A Apply to ATl - D el |
-» == 0 ! yodafone

«» = I optus

<- = I Telstra

«» = 00} spectrum licence

s - 4 Opacity) N

1auman
s



Presenter
Presentation Notes
Doesn’t take into account regional spectrum sharing sites
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Amateur Radio Operator Everything Else

T
o]

@ Vodafone

™
| Go |

ite icons may
; will hawe a
find out. 4 resul

h to perform faster an nore comple
ve the map. The search overlay will ¢ automaticall
be interpreted. Reading the brief help dialog is recommende
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Presentation Notes
Pink: new sites/assignments


Antenna
Radiation
Envelope
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Presentation Notes
RFS GKA38-1318 Parabolic 1.5GHz 33.2dB 3.5 degrees 38db F-B 3.8m


Radiation Heatmap
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Presentation Notes
Approximated for registered power output, omni is assumed where no antenna details are present
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Amateur Radio
Operators (HAMs)
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a,

spench.net
e (o

Most popular sites

Location. "Site” "Client” Frequency/Range Callsign EmissionDes

gnator (Commas outside quotes act as OR. See 'Help’)

Following confirmation, the view filter will be cleared,

Enter a query.

Filter Breakdown
Empty fitter (zhow all 2iez).

Session View Filter History L Fiter this kst using search terms

Query
Mo records found

Search Sugoestions

Popular sites | Recent sites T Random sites T Popular filters T Recent filters T Random filters

Site Description
Joondalup House, 8 Davidson Terrace, JOONDALUP
Earth station site, Geraldton

Defence/Telsira Site, Kojarena, GERALDTON

MPOESS Installation, Defence Site, Yanget Road, KOJARENA
Optus/Vedafons Site, 1126 North Rd, BENTLEIGH EAST
WAWA, Site Bartram Rd, SUCCESS

North East Lights Tower Subiaco Oval Robertz Road, SUBIACD
Cellular Tower, Teddys Lookout, LORNE

Hutchison Ske Lingstone Marketplace, cnr Ranford & Nicholson Rds, CANNING VALE
WK2DEL
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#1: VividWireless


[¥] Bt SearchlFiy To Filted [Siead

Earth stabon site, Gearaldon oy Search Oz * Fly 1o locaian ‘ Wizard View filler 8% Layers L™ Email ™ Halp

Legal info
Imagay 82011 DigtaiGinba, Geol v - Terms of Use

Gm}sf{; idie - & sites loadad
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Presentation Notes
NPEOSS (National Polar-orbiting Operational Environmental Satellite System) abandoned yet 300MHz-wide assignment still exists
http://en.wikipedia.org/wiki/NPOESS


= dafanos 0-100KMHz

L' site 1151 € Mav histan

Description  Joint Space Daf

Lddress

Position

'efence Reseé""' h” "

”Jomt_Space

\.2'[[-: Idle - 265 sites loaded, Zﬂﬂem applied
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Single HF assignment


| Feadback

1/72 & 1JQ7 ?

. Legal mtn
Goagle, Whersm(R), Senaim Pty Lid imagery 2011 CneaSpot mage, DgdaGlabe, GeoFye - Terma of Use
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Presentation Notes
Events occurred near Learmonth (close to Exmouth). Purely speculative: some moisture might have affected radiators and produced strong harmonics on higher frequencies affecting avionics.
Air Data Inertial Reference Unit
http://en.wikipedia.org/wiki/Air_Data_Inertial_Reference_Unit#Failures_and_directives


Side note
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Presentation Notes
Word gets out fast: first visits from US DoJ, Federal Parliament, NSW Attorney General’s Department
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Presentation Notes
First computer: 286 (running Minix with patched serial driver to control radios via CAT)


N
\/

Step One: Look at the signal

Radio is already set to receive N-FM (narrowband frequency modulated signal)

Signal in the time domain (voltage vs. time):

reamble

Signal in the frequency domain (intensity of frequency bins vs. time):
ad s bsion il dh el i Bl bmb s el B wi ool bbbl ddhdl  sdad odad
uuuummm_mmmmu_mu Bi) LSS IRAU S RIRIE mARiE & E
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Presentation Notes
FFT resolution: 128
Preamble: receiver lock-on, wake-up, timing sync, AGC adjustment


Hax: 962.2 @ 1184 Hz EMS: 680.4 Average:

— AR et

i|'||:|'_l
Samplerate: | 2 3 Channels: | 1

Freguency 1: | 1134 Eque : Separation:

Pointsftransform: | 10724

Data bits: Start bits: Stop bits:

Signal State E

Payload Preamble

=====3% Running state of decoder ====>



Step Two: FFT of 2FSK - Bitstream

e Lock on two frequencies (Frequency Shift Keying)
e Sample intensity of each at regular interval (baud rate)
e Pick which is the strongest:

low = 0 bit, high = 1 bit

10 20 30 40 hO b0 fo
ho7 bits

| | 1111[I]11l]1[l]1[[l]]1l]1l]111l]11[I]]]1111I]1l]1[l]]1[l]111[l]]]]11[l]1l]111l]1111l]1l]1
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Presentation Notes
Bitmap of bitstream output just after payload
0/1 assignment is arbitrary: either refer to spec, or be aware that it may need to be inverted


Step Three: Data = Information

The most difficult part, so try all combinatio

Decoder0 = (|

From beginning Invert Baudot Highlight differences
From start offset F-bit ASCII Show decoded data!
Invert first bit 8-bit ASCII Accumulate data

Offset: 1
Swap endian-ness

G Straight
Differential 0 (MRZ) Enforce control bits
Sync settings Differential 1 (MRZL)
Show bits Prev d
Frev 1 Mo stop bits
Manchester 0 Stop bit

,_07 Manchester 1 Two stop bits

01111100 11010010 110010600
01111010 10001001 10010111
01111000 10001001 10010111
01111040 10001001 10010111
01111010 10001001 10010111
01111010 10001001 10010111
01111000 10001001 10010111
01111040 10001001 10010111
01111010 10001001 10010111
01111000 10001001 100101

01111090 10001001 10010411
01111040 10001001 10040111
01111010 10001001 010111

Start bit

Columns: 4

R EEEEERERYY

Code words are transmitted in batches that consist of a sync_Zodeword, defined in the standard as| 0x7CD21508 ) followed by 16 others containing the data.
Any unused code words are filled with the idle value of 0x7AS3C197. In practice other values are sometimes used to indicate sync and idle.
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Presentation Notes
After hiatus, five years later
http://en.wikipedia.org/wiki/POCSAG


POCSAG!

e “Post Office Code Standardization Advisory Group”
e Standard decoding software didn’t work

e Key: recognisable sequence of bits when idle

- Look for known codewords/repeated bit strings
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Presentation Notes
Receiver switched off for majority of payload. RIC fully defined by slot position.


Hospital Pager Systems

High power, better penetration than mobiles

Personnel carry small pagers, each with ID
mapped to Radio Identity Code

Mostly numeric pages with phone extension
Sent via software on any computer at hospital

Address to multiple recipients, automatically
sent to each once

Delivery not guaranteed


Presenter
Presentation Notes
HAMs complain about pager band as it’s so close to 70cm.
Some distance away from hospital, received on roof, but pager had to be by window to receive it (first time a little distance from window, didn’t receive it).


Frequencies

e Shared frequency: 148.1375 MHz (standard)
e Private systems in 800/900MHz band:
Non-standard FSK ignored by decoders

‘Testing’

ABCDEFGHIJELMNOPQORSTUVWEYZ
e 5 W R |

. L]
P e
r

FER L B
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Presentation Notes
Only showing messages for which all parties are involved


Address CAMPERDOWN !

Position

rae Health 5
Health Sarvice
Health Service
Haslth Servios
Health Servios
Hezlth Ssrvice
Heslth Service
Hesllh Servioe
Haalth Sarvios

Health Service

o~
o
h by

(.h_l. E‘ ol (_'Ll.'l

Alfred]ijospital

On RFMap
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Hospital ID Postfix

el kS0 BB BT e — LE
bR -1 Jiza "'l.lm”r ills & h'J"I B ala-20

Ihssa-1
=91

L i-92

&0~-60 ~-€0-60

si334-22

iR eE-38

ABCDEFGHI JKLMNOPQRSTUVWXYZ~92 Gosford
FhkRR -93-93

ABCDEFGHI JKLMNOPQRSTUVHXYZ-92 <— North Shore
*F -g2-82
eyt~

21

A f-]
Eatd-92
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Mode S & ACARS

“Modez”
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“Is that device switched off?” “Yes.”
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Altitude is colour coded


ATCRBS, PSP & SSR

e Air Traffic Control Radar Beacon System

— Primary Surveillance Radar
— Secondary Surveillance Radar

IR
"" AN T T
Beicoadary: N
* Dizddtionall RADAR 7
* Rajoiseskinahapdrideens : | = o
* |deartibigatan drinagio pdiens ry bdcgets, o
veipile Wbl sggdgrbuade|attdc/de, etc. = 4 i

* Ramgedaditadgay(RADAR equation () N
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B&W photo: http://www.faa.gov/about/history/photo_album/air_traffic_control/index.cfm?cid=radar&print=go
SSR scope: http://cmh.natca.net/tracon.htm


Des-r.;ripﬁunl Sydney Terminal Approach Radar, SYDNEY AIRPORT |
Address  SYDNEY AIRPORT NSW 2020
Position  -33.0400180805728, 151.181285079602 A
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Not simultaneously covering area; rotating beam that sweeps out circle.
Comparative only!


The Modes

A: reply with squawk code
C: reply with altitude >3

S: enables Automatic Dependant Surveillance-
Broadcast (ADS-B), and the Aircraft/Traffic
Collision Avoidance System (ACAS/TCAS)

—
Mo QREPLT Q
T

@

ﬁ TEST
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More modes (military, IFF)


Position
Heading
Altitude
Vertical rate

Flight ID

Squawk code




Uplink:
“All call” / Altitude request

Downlink:
Airframe ID / Altitude response (air-to-ground)

)

Mode S TX/RX: Linked to ATC (can be at airport, or remote)



ACAS/TCAS

Altitude request

B =
s . I s -
- jl = =

?}_‘ a k ’J—

Altitude response (air-to-air)



J | Mode S sites

w

Uplink: ~ 1.03 GHz
Downlink: 1.09 GHz
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L‘.maﬂfg idie - 21 silas loaded, 2 fillers applied
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Response Encoding

e Data block is created & bits control position of
pulses sent by transmitter

Preamble , Data block
< 8.0 s »id 56 or 112 ps -
: |
mitt | Biz] B3] sial ] N1 | BitN
1f0i1§0i1§0i1i0; [ f i1f0i1io0!
B | | - I -
0.0051.0 35 45 BI.G 9.0 ‘ ‘ ‘ ‘ ‘ ‘
Time (Js) |

o -
Jololtfo] ofofr]

Example.— Reply data block
corresponding to bit sequence
0010. ... 001
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In reality, pulses won’t be perfect square shapes
Manchester encoding


Pulse Position Modulation

Pulse lasts 0.0000005 seconds (0.5 LS)

Need to sample signal at a minimum of 2 MHz
(assuming you start sampling at precisely the
right moment and stay synchronised)

Requires high-bandwidth hardware and
increased processing power

ldeally, oversample to increase accuracy


Presenter
Presentation Notes
This is a bit faster than what a soundcard can do!


or Software Defined Radi




SDR: Digitise the baseband

Hardware is sophisticated, but purpose is
simple: capture a chunk of the RF spectrum
and stream it to your computer

Computer is responsible for doing something
useful with baseband data

Instead of designing RF hardware, write it in
software!

Increased complexity/bandwidth requires
more CPU power (pretty cheap)



The

Universal
Software
Radio

Peripheral

(USRP 1)

Receive Channel

Transmit Channel
RF Interface Altera FPGA

RF Interface

Sample rate = bandW|dth
0. 25 - 16 I\/IHz

bbby,

Tr——

D |
i

P
™m
el
s

.:!
|
!

Wlth WBX daughterboard
RX/TX 50 IVIHz 2 2 GHz

DC Power USB 2.0 Analog Devices
Port Mixed Signal
Processor




The FUNcube Dongle




GNU Radio

Signal processing toolkit

Data flow paradigm
— Signals flow from sources to sinks

Intermediary blocks operate on signals

— Sources & sinks: USRP, sound card, file, network
— Visualisation: FFT, waterfall, scope

— Signal types: complex, float, integers

— Filters: traditional building blocks used in analog and
digital RF hardware

Completely extensible (Python: high level, C++:
grunt)



GNU Radio Companion

Variable
ID: xlate_filter_taps
Value: firdes.low _pass(l, ...

USRP Source
Unit Number: 0
Decimation: 256

Frequency (Hz): 7.2M

Frequency Xlating FIR Filter
Decimation: 1

H Taps: xlate filter taps

FFT Sink
Title:
Sample Rate: 250k
Baseband Freq: 0
Y per Div: 10 dB
Y Diws: 10
Ref Level {dB): O
Ref Scale (pZp): 13.489k
FFT Size: 512
Refresh Rate: 15
Average Alpha: 500m
Window Size: 800, 300
Grid Position: 0, 0, 5, 4

]

Low Pass Filter
Decimation: 5
Gaimn: 1
Sample Rate: 250k
Cutoff Freq: 5k

jouE——{i|

AGC2
Attack Rate: 100m
Decay Rate: 10u
Reference: 900m

Gain (dB): 20 Center Frequency: 0
Transition Width: 1.5k Gain: 1
Side: B Sample Rate: 250k - ns ""H ' " "Gal .
R Avberama: FIGA ndow: Hamming ax n:
Beta: 6.76
in
Rational Resampler AM Demod _"I: Audio Sink

Decimation: 500

—.b- Interpolation: 441

Taps:
Fractional BW: 0

Channel Rate: 44.1k

H Audio Decimation: 1

Audio Pass: 5k
Audio Stop: 5.5k

Multiply Const
Constamnt: 1

Sample Rate: 44 .1KHz
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AM radio
http://www.oz9aec.net/index.php/gnu-radio/grc-examples


2G GSM Waterfall

USAP FFT
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usrp_fft.py comes with GR
200 kHz channels


CDMA Detection with GRC

W-CDMA.grc - /home/mintDocuments - GNU Radio Companion

Help
0% g - L
( Viterbi BER (BPSK) 38 | Manual QPSK adjust 38 | Satdemod 38 | Modsaudio 38 | PM 38 | Beacon 38 | Carrier Tracking u | | ?}'"[kj
- [ Sources ]
T waerrati sink | \/jsualise intensity | v s
USRP Source Title: Waterfall Plot I» [ Graphical Sinks ]
1D: top_block Unit Number: 0 2 . 1 G H Z 3G Sample Rate: 3.2M Of fre e nC [+ 1 Operators ]
Decimation: 20 Baseband Freq: 0 q u y b oIT =
Variable ype Conversions ]
s Frequency (Hz): 211256 [gl #- [l Pynamic Range: 100 K s s
SReen Gain (dB): 10 Reference Leve: 50 | COM ponentS ; i
Value: 20 Side: A Ref Scale (p2p): 2 [; [ Misc Conversions ]
RX Antenna: RX2 FFT Size: 512 1 [ Synchranizers ]
Variable FFT Rate: 15 Over tl me =\l » [ Level Controls]
ID: samp_rate T < [ FHiters ]
Value: 3.2M
e Unit Number: 0 850 M H Z N eXtG TRI:F::I'SPII:: Low Pass Flter

Variable Slider Decimation: 20 o . High Pass FRlter
Sample Rate: 3.2M
ID: gain Frequency (Hz): 842.5M E =1 2 V|Suallse Band Pass Flter
% Baseband Freq: 0
Label: Gain Gain (dB): 25 ¥ per Div: 10 dB Band Reject Alter =4

Default Value: 20 Side: A | m ¥ Divs: 10 insta ntaneous Root Raised Cosine Rlter

RX Antenna: RX2

Minimum: 0 Ref Level (dB): 50 | Decimating FIR Flter
Maximum: 50 e Ref Scale (p2p): 2 freq uency spectrum iobpiiting BRI
Converter: Float L1 G PS EFT Size: 1.024k EET Fitbar

L e Refresh Rate: 30 g

Decimation: 20 Frequency Xlating FIR Riter

Frequency (Hz): 1.57542G m el Fast AutoCorrelation Sink e

Gain (dB): 15 Title: W-COMA F. Correlation Filter Delay

Side: A Sample Rate: 3.2M Channel Model

RX Antenna: RX2 Baseband Freq: 0

il | o o Find repeating B L
b Rate: 5 . Polyphase Resampler
¥ per Div: 10 dB patterns burled single Pole IIR Rlter

Ref Level [(dB): 50
Hilbert

Average Alpha: 300m Withln a Signal Goertzal

Window Size: 1.024k, 240
CMA Egualizer

Rational Resampler Base

| P 1 1 Rational Resampler
Fractional Interpolator

Keep lin N

Moving Swerage
: “fhome/mint/Documents/W-CDMA.grc” 1Q Comp

[ Modulators ] ~|
E = = . —

Showing: "fhome/mint/Documents/W-CDMA gre”



Presenter
Presentation Notes
Grey is disabled
Will generate Python code via Cheetah Template Engine that can be customised


3G W-CDMA

Signature of UMTS: repeating data in CPICH at 10 ms intervals

W-CDMA Fast AutoCorrelation

dB
W

20 i i

ms
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Common Pilot Channel


|
BB | Demod | Xtra

TETRA

Fast AutoCorrelation

Repeating idle pattern

10 20 30 40 30
ms

80

Scope Plot

Counts

Frequency correction burst

20 21
Time {ms)

Axes Dptions

Secs/Div:
Counts/Div:

Y Offset:

T Offset: =——

|:I Autorange

Channel Options
| —

Chl | ChZ | Trig | ¥
Coupling: ([

Line Link




USRP out and about
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Mode S Waterfall

USRP FFT

[0
OdB
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Modez

|

| Payload \

|

o
S

nge

} ﬁ | L | AU il
6 [ 3| [ IRAEAmi I 5 1 1T I N T | .
: V V VVV v V\’ < ch3 | l:h;fl Trig >
\ Hu-de: al ol
o LALASA_ An e hed \f/ \ I&L lLe [50%] [+][-]
N\
i Decoder visualisation >
250 260 270 280 290 300 310 320
Time (us)
Decim: |20 | ‘ : Fs@USB: 3.2M WEBX NG RX I DDC:




Mode S Decoder Structure

\\
Pulse Preamble ::ersrzﬁ PPM
detect detect 5 demod
detect

| //
10 I S
| NA N -
A =5
ITIII ITIII]ﬁI IJli#i?IIT ]j]'ljlll__]__l'l'l'l THJTJ'IIJF]Iﬁfn1JTTﬁ\F T % %jl'.
o lALA i
V 01,
2
Frame parser \ Error correction /}- Sanity check

// /£
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Presentation Notes
Continuous process
Each step encapsulated in GR block, sends signal & state information to next


ADS-B: Extended Squitter

e Several ES types:

— Standard: position, altitude, heading, vertical rate,
flight ID, transponder code

— System information

— Aircraft capabilities/status (e.g. autopilot enabled)
— Aircraft intent

— Traffic information

— TCAS resolution advisories (“Pull up!”)
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Presentation Notes
ES is a type of long frame (112 bits)


“Carl... get the diagnostics.”

“Carl, you got your little black book?”






AviationMapper

e Connects to Mode S decoder server
 Tracks & plots airframes, collects statistics

e Provides state server for web streaming
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Modez History

Re: ADS-B

Dby citabria /a0 Dac 28, 20

Geoff,

Just out of interest there hasg ==
for someone with the right c— 7)

http:ffﬁitEE.gDDglE.I:I:I[r‘l."""/

Cheers.
Matt
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Ground vehicle with Mgﬁe Sl
(inspecting perimeter?)

yoEd3B WOZS73
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Sgwk: 1452

e









Awviation State = =
| Position
| AA Last Change Verical Status  |dentity Transponder  Altitude Rate Pasition Speed Heading Distance s
I Tch2E5 16/1142011 2:55:53 FM Airbome 725
| TocbaTe 164112011 1:25:35 FM Airbome
i 7ch310 16/11/2011 2:54:13 FM Grounded 4253 -150
| Fefich 16/11/2011 2:45:52 FM Grounded T2 =
! 780236 16/11/2011 2:56:58 PM Grounded CPAIDA 2000 -150 0 33°56'14.7095"5,151°10°08.5533"E 0.00 kis 25312500  4.81km
' TcBFs 16/11/2011 2.41:54 FM Grounded -125 4 60 km
| 7cB2*a 16/11/2011 2:24:15 FM Grounded -125
TcbdZb 16/11/2011 2:25:52 FM Grounded 4361 -125 63.82 km
i Tof83 16/11/2011 2:55:53 FM Airbome 5D1 31000
i Bal2h7 1641142011 1:37:10 FM Airbome 1354 2432 I6240ks 28833507 BY73km
i ThodE4 16/11/2011 2:43:08 FM Grounded SIA231 22 -125 0 0.00 kis 2953125  5.15km
| 7cBdsl 16/11/2011 2:40:56 FM Airbome 7212 24375
! Tof Toe 16/11/2011 2:50:46 PM Unknown 29000
' Tobd 36 167112011 2.56:28 FM Grounded 0 0.00 kis 98.4375°
| 7cB1d2 16/11/2011 2:52:15 FM Airbome 3646 30075
Tc7ald 16/11/2011 1:36:33 FM Grounded 3760 -175 0 33°56'18.9551"5.151°10'57 7963"E 13.50 kis M3 75000 4.26km
j Tcbd37 16/11/2011 2:43.32 FM Airbome 13125 5498 km
| TobdZc 161142011 2:53.43 FM Airbome VOZ1421 1372 27800 1280 33°29°19.1607"5,150°44'38 2874"E 41643 ks  34559638° 6259 km
i Tohohb 16/11/2011 2:45:53 FM Airbome 22925 50.02 km
| TcBcle 16/11/2011 2:55:18 FM Airbome 32500 1584 42643k=s 23377517 TD44km
| 221241 1R/11/2011 F-RA-00 PM Airhrime AC1A1S  14R7 12R 7R 1T°RT12 WAAR"S 1R1°1MAN 1197"F 1R? FAlde  1RGNRFR® R GRkm b




)3

L ast Change Vertical Status  |dentity Transponder  Altitude Rate
a /4647 28/06/2011 8:27-51 AM Airbome
a9b40d 28/06/2011 8:27:37 AM Airbome 1717 11875
a/8dd7 2870672011 8:27:15 AM Airbome
ah5bhe 28/06/2011 8:28:23 AM Airbome 15100
acdded 28/06/2011 8:28:21 AM Airbome 6325
a/3ibd 2870672011 8:27-55 AM Airbome 1800
alelof 2870672011 8:28:18 AM Airbome 32000
al56cd 2870672011 8:28:22 AM Airbome 3725 11600
ad3ss1 2870672011 8:28:22 AM Airbome 2125
ab4151 2870672011 8:28:15 AM Airbome 3875
alblbc 28/06/2011 8:27-58 AM Airbome 19575
ac fde 28/06/2011 8:28:13 AM Airbome 6hE00
abdc1h 2870672011 8:28:22 AM Airbome 2246 13825 3Nz
aaesid 2870672011 8:28:22 AM Airbome 10300
az2426 2870572011 8:28:21 AM Airbome 077 -128
acaeda 28/06/2011 8:28:06 AM Airbome 5800
ab473a 28/06/2011 8:28:15 AM Airbome 6775
ad0115 2870672011 8:28:18 AM Airbome 18225
a /bbb 2870672011 8:28:22 AM Airbome 18825

100000 28/05/2011 8:27:37 AM Airbome
abidab 28/05/2011 8:27:32 AM Airbome

alaZel 28/05/2011 8:27:59 AM Airbome 3300
adcald 28/05/2011 8:28:20 AM Airbome 17050
abddbb 28/05/2011 8:28:23 AM Airbome 2000

3o 7202 2870572011 8:27:55 AM Airbome BER7353 6b25 2432
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User-programmable Mode S transponders
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BorlP

llows USRP 1 and computer to be separate
LAN

P BorlP

Device:

Client:

Command:

Read failures:

Short reads:

Owerrun:

Blocking errors:

Blocking waits:

Socket errors:

Short sends:

Packets received: 2154
Packets sent: 2154
Blocking sends: 2154

Maximum packet size: 65507

Send socket buffer size: 1048575

Accepted connection from 192, 168, 1. 26: 5955
Created device: 4c6%abc? with hint: 0
Connection dosed

Accepted connection from 192, 168, 1. 26:46736
Closing device...

Closed

Created device: 4c6%abc? with hint: 0




Antenna to Google Earth

Capture & Control (USRP)

BorlP

Mode S Decoder (GR)

TCP Server
Tracking (AvMap)
JSON Server

Web App

HTTP

Gateway

A 4

Web Client (Google Earth)



Presenter
Presentation Notes
Each is handled by one computer


Modez Evolution

e Goalis toincrease SNR

— Best option is to drop the noise floor: filter, and/or
choose optimal sample rate to avoid artifacts

BASS CANNON




ighal Strength Distribution

S

e Evaluate how well decoder is doing

— Rewound —m Bad Sync 1 Terrible Sync |

— Corrected

— Junk

|—mm Valid
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Bell curve emerging in blue, as one would expect if it’s working properly
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ACARS

Aircraft Communication and Reporting System
‘“Text messaging’ for aircraft

Wide-reaching network
— VHF ground stations

— HF datalink

— SATCOM

Manual and automated messages between:

— Cockpit, ATC, airline ops & airport ground staff

— Avionics/engines, airline maintenance & equipment
(engine) manufactures



Time: 2011-11-15 22:42:17. 894000
Station: Home

Freguency: 131.55 MHzZ

Mode: S ([downlink, LCHN: 19)
Address: VH-0ID

AcCk: AR

[ ]
Label: H1: System and engineering data
Illll Block:
Message #: C15A

Flight ID: QFoO21
#CFE,/BLVEBOCR..
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e Two SDRs listening
to primary &
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frequency [iSion:  home \1715 22:42iae. 111000

Freguency: 121.55 MHz
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Mode: s (uplink, LCN: 19)

Address: AG-ECV

Ack: 7

L?bel: _=<DEL>: General Response (Demand Mode)
Bloc

DeCOded Time: 2011-11-15 22:42:22.2032000
) station: Home

Freguency: 121.55 MHz

- Mode: S (downlink, LCHN: 19)
Com | ne Address:  VH-0ID
) Ack: MAK
Label: H1: System and engineering data

L Block:
—| |e Message #: C15E
Flight ID: QF0021

#CFE MNORM 14.1

B OFEN 20
serve S o ks

10 ON 202
11 MES 32 32
12 NORM 7O 7O
12 OPEM 53 &3
14 102
15 294 &1 o
16 2266 CHG 2
17 17&0 27
18 15MOWV11 11:42:13







Examples
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Tihene: 27 @A@1-1-11-1-61 @A1d
StSitatian: Bt#dmen : Home
F rracecprenycy EREQ/MBHEINIHA 31 .55 MHZz

B 24 . 073000

Mddkecte : Raie@ad e s (uplink, LCN: 19)
Addbithssss . XNK8®ESS5  9M-MPO
Adkck : NAKAK NAK
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acoding satellite downli




Recap

e Lots of different types of satellites

e \ariables:
— Purpose: comms, weather, MIL, amateur
— Payload: transponders, cameras/sensors
— Orbit: Low Earth Orbit, geostationary (geosync)
— Frequencies: uplink, downlink, beacon, command

* Two categories:
— Intelligent: communication with on-board systems
— Dumb: relay information with linear transponders



Wide-area re-broadcast

* RF megaphone (e.g. satellite TV)
e Single dish sends beam on uplink to satellite

e Linear wnlink
freque \

Cover .




TT&C and UPC

Telemetry, Tracking and Command

Need to be able to send commands to satellite

— Change payload configuration
 Multiplexing
e Switch between redundant systems
e Orbit

Check on health of satellite/payload
— Beacon + telemetry

Measure affect of weather (combat rain fade)
— Uplink Power Control
— Turn up transmitter power (keep at min. = save SSS)



Optus D1

e 24 Ku band transponders
— Multiplexed spot beams service Aus and NZ
— Uplink: 14.0 -14.5 GHz
— Downlink:  12.25-12.75 GHz
— Bandwidth: 54 MHz

e Mainly TV (wideband DVB-S)
— ABC, SBS, Se7en, Nin9, SkyNZ

e Some other (narrowband) things...
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Mux’ing allows for frequency sharing


D1 Channel Frequencies

2 FMAMZ e
HPOL
A 2 3 4 5 [ 7 8
10 11 12 13 14 15 16
- FNB -
g 2] [ [z [ s ] s [z
L =g -
14000 " FNZB T 14500
Tranzlation Frequency = 1748 MHz
12250 12750
~ FNAN -
- (FNA) {:- -'-'a (FNZA) =
2 3 4 S5 6 7 B
10 11 12 13 14 15 16
" FNB "
s |22] o] nznfaie|[ress]nens [ fizis | [reie
| es26 - F
. — FNZB »

Downlink

FS5 Australia Centre Frequencies

F35 MZ Centre Frequencies

{MHz) {MHz)

Channel Uplink Downlink Channel | Uplink Downlink
1 1402590 12281.590 NZ5 |14025.90 | 12281.90
2 1409250 12344 .50 NZ10 |14092.50 | 12344.50
3 14155.10 12407.10 MNZ11 |14155.10 | 12407.10
4 14217.70 12489.70 MNZ12 |142197.70 | 12469.70
5 14280.30 12532.30 MNZ13 |14280.30 | 12532.30
B 14342 90 12594 .50 NZ14 |14342.90 | 12594 90
7 1440550 12657.50 NZ15 |14405.50 | 12657.50
] 14468.10 12720.10 NZ16 | 14468.10 | 12720.10
9 1402590 12281.90
10 140592 50 12344 50
11 1415510 12407.10
12 14217.70 12469.70
13 14280.30 12532.30
14 14342 90 1259450
15 1440550 12657.50

12243.25
1224525
1224325
12749.50




Optus Earth Station -

tevie =
o
a

Belrose, Sydney
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Description Optus Earth Station, Challanger Drive, BELROSE
Address Belrose N3W 2083
Pasition -33.7173419166118, 151.211467206693
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General Dynamics SATCOM (Vertex RSI)


What you need

Dish + LNB + power injector + USRP + GNU Radio

(set-top box with LNB-thru)




Low Noise Block down-converter

Subtract 11.3 GHz from downlink frequency: 950 - 1450 MHz
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12.25-12.75 GHz
Subtract 11.3 GHz: 950-1450 MHz
60 dB conversion gain
LO stability: ±5 kHz to ±2 kHz
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Applications

+ Satellite TC&R subsystems
+ Telemetry and ranging transmission
and modulation

Main features

+ KuBand
+ Compatible with most of bus interfaces
(command & telemetry formats)
+ Power supplies 22 to 100V
+ High power output, 8W EOL, 10W BOL
(through SSPA)
+ Flight Proven design
+ Modulation Index selecton
» By Command
Automatic according to modulating
tones number

Technologies

+ Microwave Integrated Circuit
+ Surface Mount Printed Circuit Board
+  Thick Film Hybrid

Background
= AMC 14 - AMC 15- AMC 16
+ DBSAT2A-BSAT2B

+ BSAT2C

+ DBSAT3A

+ ECHOSTAR 10

+ ECHOSTART

+ GE2A(NIMIQ2)

+ HORIZON 2
+ JCSAT10

+« JCSAT1

+ JCSATS9

+ NEWSKIES B
* =T

L]

*

*

+

*

OPTUS D1
DPTUS D2
RAJNBOW
Thor2

Technical Description

+ The unit consists of two modules:
»  MPLL module
» Baseplate module

Ku Band High Power TM
Transmitters

The baseplate module houses the DC/DC converter
board, which supplies the power voltages to the RF
section, and the telemetry interface board, and the
Solid State Power Amplifier (SSPA).

The MPLL module includes all the microwave and
RF circurtry to generate and modulate the Ku-band
carmier. The modulation inputs interface Is
implemented on the Telemetry Interface board that
is usually tailored on customer's requirements

The reference crystal oscillator generates a
frequency at about 100 MHz, depending on the
exact transmitter frequency. The design i1s based
upon a grounded-base configuration with an AT-cut
quartz crystal resonator, oscillating in overtone
mode. An analog thermal compensation network is
implemented.

Modulation indices may be selected by commands
or, as option, automatic selection may be
implemented. In this case a specfic circuit keeps
constant the total power of the modulation signal in
presence of one, two or three input signals, in
whatever combination

The signal level emerging from the loop is about
+10dBm. The following medium power Ku-band
amplifier chain provides +27 dBm power level; it
composed by three single ended stages using
Gahs FET devices. The following SSPA, delivering
8W E.O.L. power level, is a single ended design,
based on two power GaAs FET devices

As an option, the unit can be equipped with an
extra, independent amplifier chain, having an output
power up to 05 W EOL. In this case the
transmitter unit can operate in two functional
modes: low power mode (0.5W), with high power
output isolated (<-30dBm) and high power mode
(BW), with low power output isolated (-15dBm)

Ku Band High Power Telemetry Transmitter Block Diagram

REF.OSC.

POWER AMPLIFIER CHAIN

[©

1

Dual
Freq
Opt.

Main Performances

Qutput Freguency

10.7 - 127 GHz

Frequency Stability

£ 10 ppm  Std Stability Opt
+ 5 ppm_ High Stability Opt

OQutput Power Level
Extra Output

=27 dBm EQL Dual Power Opt

=385 dbm (7W) EOL, up to 40dBm (10W) BOL (25C)

Output Phase Noise < 4 degre 10 Hz to 1 MHz
PM modulation index Upto 2.4 radpk
od.Index Selection by command

Automatic according to mod.tones number

Modulation Linearity

Modulation Op.Mode

TMT, TMZ, RNG1, RNGZ, RNGS + TMs

DC/DC converter BRITIV — 22143V

{16Vpp max in the range for best efficiency)
Command Interface HLC
Qualification Temp. Range -25 1465 °C

Mass, Dimensions and Consumption

DC Power Consumption

High power mode <BEW
Low power mode <18W (Dual Power Opt)

Mass Properties

<2kg

QOutline Dimensions

250 x 130 x 80 mm




D1 TLM1: 12243.25 MHz

Mirror of RHS* Constant carrier power*
A
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TLM sidebands

Constant
sub-carrier
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Beacon with Phase Modulation™ (PM): 1PPS and two telemetry streams (sidebands)



Visualisation
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Data Streams

e All sorts of continuous streams of varying
bandwidth

e Streams created by manipulating raw data to
optimise for transmission over long distance

e Receiver must be able to lock on and decode
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odulation: pick your parameters

nultiple data streams,
sert

Encode changes in data
(receiver can be non-coherent)

suitable fc

Transmitte

Create sig

Multiplexer »

Differential

J18u8Au02dn 0}
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H— Demulliplexer = Descrambler

Demodulation: easy when you know

What is the modulation?
Symbol rate? Require coherence?
What is the phase difference?

Are there multiple streams?
How are they multiplexed?

Is it differential, or

what defines a 0/1?

Need to conjugate complex plane?

— e —— — — — — — — — — — — — o — ———— 1 — — — — — — i — ———— — — — — — o — — — — o ——— ——— — — —

Heceiver

Differential
decoder

FEC
decoder

Lemoadulalor

Possible to determine if it is scrambled

(calculate stats), but what is the scrambler?

Is it additive or multiplicative?
How is it synchronised?

Which FEC(s) is used?

Is it a concatenated code?

What is the code rate?
What is the block size?
How is it synchronised?

JgraA I_.'l;_"i';J.'..'M{':III'_:I lnf]l:_'iu'_,l'
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Downconverter is LNB
Analog tract is USRP
Frequencies are known through scanning/reference


If you don’t know...

 Try the most common/default options (RTFMM):
— Modulation: Phase Shift Keying (BPSK, QPSK)
— Convolutional code: NASA, K=7 (Voyager Probe)
— Scrambler: IESS-803 (Intelsat Business Service)

e Still need to try each combination of:
— Differgential decoding, synchronisation offset, symbol
mapping
 Best option is to try every permutation
automatically
e Assuming decent SNR, low Bit Error Rate is an
indicator you’re heading the right way!
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RTF Modem M


Aside: PSK, Symbols & Bits

e PSK uses changes in phase of a signal (carrier) to
convey data

e Demodulator detects phase changes and outputs
symbols

 Order of PSK determines # bits in 1 symbol
— Many bits/symbol thanks to imaginary numbers (1/Q)

e Raw bit rate = symbol rate x (# bits/symbol)

— Binary PSK (BPSK): 1 bit/symbol

— Quaternary PSK (QPSK): 2 bits/symbol

— 8PSK: 3 bits/symbol, etc...

1 0 0 1

AV VA VA VNNV
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Order is 2^(bits/symbol)


Determining modulation & rate

e Assuming PSK, easy to determine:
— Modulation order: multiply the signal by itself

— Symbol rate: multiply the signal by a lagged
version of itself (cyclostationary analysis)

* Only a few GR blocks required do this
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Let’s try one...

 Feed entire baseband spectrum into GR

e Perform ‘channel selection’ to isolate stream of interest
(Create neW baseband Frequency Xlating FIR Filter
centred on stream) Decimation: 10

Taps: firdes.low_pass(1, s...
Center Frequency: 0

Sample Rate: 1M




Determine PSK order

Variable Slider
1D: exponent_0
Label: Exponent
Default Value: 2
Minimum: 0
Maximum: 100
Converter: Integer

e Startat 2 and go up
e Stop when spike appears

FFT Sink
Title: Pow
Sample Rate: 32k
Baseband Freq: 0
Y per Div: 10 dB
Y Divs: 10
Ref Level (dB): 50
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 30
Average Alpha: 66.7m

Exponent: § 2
= 1 |
Pﬂ'w - Trace Options
120 [ ] PeakHold
110 Awerage
100 Avg Alpha: 0.0667
I 1 11 [ 1
m 90 —
'E [ ] Trace A | Store
T B0 .
Ti B |5t
'g 70 race ore
&
o 60 Axis Options
.:E; 50 dB/Div: +
40 Ref Level: +
30 Autoscale
20
-100 -B0 -60 -40 -20 0 20 40 60 80 100
Stop

Frequency (kHz)



Determine Symbol Rate

FFT Sink
Title: Baud
Sample Rate: 32k
Baseband Freq: 0

Ref Level (dB): 50
Ref Scale (p2p): 2

FFT Size: 2.048k
Refresh Rate: 30
Complex to Mag |out Average Alpha: 50m

Delay: 1

\—j Complex Conjugate

* Find first peak ]

MNominal samples per symbaol: | 2

=]

Ba Ud - Trace Options
Ty [ ] PeakHold

80 Auerage
70 <«— 9.6 kHz = 9600 symbols/sec rafme A

[ ] Trace A | Store

[] Trace B | Store

Axis Options
dB/ D +

Amplitude (dB)

Ref Level: +

Autoscale

0 10 20 30 40 50 60 70 80 a0 10C
Frequency (kHz) Stop




Try synchronisation & FEC

[[] Swap Viterbi
Matrix

Stop

~Channel Options———————————

|

Error Rate

Locooooaolk

i@IEIDZBDJHDSEDT.BDZB*DBH*DWDHB*

[[] Delay Viterbi

Puncture Delay: [u

28.672k| -~

24.576k| -~

12.288k |

s3Unoy

4.006k}|----r-------

1.71667 1.73333 1.75 1.76667
Time (s)

1.7

l.e6667 1.68333

1.65

[] Conjugate

] [invert|



Presenter
Presentation Notes
Error rate derived from Viterbi path cost


Vector to Stream
Num Items: 2

%—I

IShort To Complex _—‘

-

Options UDP Source
1D: top_block || IP Address: 0.0.0.0
Port: 1.234k
Variable MTU: 16.384k
1D: adc_rate Vec Length: 2
Value: 54M
XMLRPC Server
Variable Address: 0.0.0.0
1D: samp_rate | | port: 5.08k
Value: 1M
Notebook

1D: main_notebook
Tab Orientation: Top
Labels: BB, Dem...Xtra, Scope

Variable Slider
1D: xlate_offset_fine
Label: Fine Offset
Default Value: 0
Minimum: -10k
Maximum: 10k
Converter: Float

Variable Config
1D: config_xlate_offset
Default Value: 0
Type: Float
Config File: .grc_sat_source
Section: main
Option: xlate_offset
WriteBack: 0

Variable Config
1D: config_xlate_bandwidth
Default Value: 96k
Type: Float
Config File: .grc_sat_source
Section: main
Option: xlate_bandwidth
WriteBack: 96k

Variable Slider
1D: xlate_bandwidth
Label: Xlate BW
Default Value: 96k
Minimum: 12.5k
Maximum: 500k
Converter: Float
Notebook: main_notebook, 0

Variable Static Text
1D: pre_baseband rate
Label: BB Rate
Default Value: 100k
Converter: Float
Notebook: main_notebook, 0

Variable Text Box
1D: xlate_offset
Label: Xlate Offset
Default Value: 0
Converter: Float
Notebook: main_notebook, 0

Frequency Xlating FIR Filter
Decimation: 10

Taps: firdes.low_pass(1, s...
Center Frequency: 0

Sample Rate: 1M

Rational Resampler
Decimation: 100k
Interpelation: 96k
Taps:

Fractional BW: 0

M: 2
Theta: 0

Omega:

Root Raised Cosine Filter
Decimation: 1

Gain: 1

MPSK Receiver

Alpha: 10m
Beta: 100u
Min Freq: 10m
Max Freq: 60m
Mu: 500m
Gain Mu:

Gain Omega: 2.5m
Omega Relative Limit: Sm

Sample Rate: %6k
Symbel Rate: 9.6k
Alpha: 350m

Num Taps: 112

Variable Variable Variable FFT Sink
ID: decim | ID: xlate decim | ID: baseband rate || Title: FFT Plot
Value: 64 | Value: 10 Value: %6k Sample Rate: 100k
Baseband Freq: 0
Variable Variable ¥ per Div: 10 dB
ID: sym_rate | ID: bits per_sym ¥ Divs: 10 -
Value: 9.6k | Value: 2 . Ref Level (dB): 50

AGC2
Attack Rate: 60m
Decay Rate: 10m

Reference: 1
Gain: 1
Max Gain: 100

Ref Scale (p2p): 2

FFT Size: 1.024k

Refresh Rate: 30

Average Alpha: 250m
Notebook: main_notebook, 0

Waterfall Sink
Title: Waterfall Plot
Sample Rate: 36k
Baseband Freq: 0
Dynamic Range: 100
Reference Level: 50
Ref Scale (p2p): 2
FFT Size: 512
FFT Rate: 25
Notebeook: main_notebook, 0

o]

o]

Complex To Float

Complex Conjugate

8

50m
10

MPSK Receiver ||
M: 4 —fe[ii| Munl sink
Theta: 0 ‘| Yy | FOETOOE CCSLS <r E
Alpha: 50m @_I
Beta: 625u = Swap
Min Freq: 10m L>|E Swap: False jout}— e Scope Sink
Max Freq: 600m in Constant: -4.006k @—‘ Title: Error Rate
[& Mu: 500m | g Jj Samle Rate: 600
Gain Mu: 50m L’E Multiply Const :'—r V Scale: 4.096k
Omega: 10 N constant:.1 12U V Offset: 15872k
Gain Omega: 62.5m P Notebook: main_notebook, 3
©Omega Relative Limit: 5m :::::):P::te: 9.6k Variable Check Box Variable Slider able Slider
Omega Relative Limit: 5m 1D: select_conj 1D: delay_puncture Elay_viterbi

Selector
Input Index: 0
Qutput Index: 0

Multiply Const

Quadrature Demod
ut
q Gain: 100 EI

=

Constant: 707m+707mj

Multiply Const Labe

Constant: 1

Auto FEC
Sample rate: D

Variable Check Box
1D: capture

Default Value: 1

I: Capture

Constellation Sink
Title: Constellation Plot
Sample Rate: %6k
Frame Rate: 15
Constellation Size: 2.048k
M: 4
Theta: 0
Alpha: 5mi
Max Freq: 60m
Mu: 500m
Gain Mu: 5m
Symbol Rate: 9.6k
Omega Limit: 5m
Notebook: main_notebook, 1

[m]
]
[n]

in

Scope Sink
Title: Scope Plot
Sample Rate: 96k
V Scale: 10
T Scale: 1Im
Notebook: main_notebook, 1

Scope Sink
Title: Scope Plot
Sample Rate: 96k
V Scale: 10
T Scale: 1m
Netebook: main_notebook, 1

Maker: <gr_bloc...ked bb (3)>

True: 0
False: 1
Valve
byte [ g, B [ empon
Import: baz
Packed to Unpacked E Desc:
ber in | Bits per Chunk: 1 jout]

Endianness: M5B

Any Block

Differential Decoder

Modulus: 2

2]

DPSK2 Demod
Type: DQPSK
Samples/Symbeol: 10
Excess BW: 350m
Freq Alpha: 10m
Phase Alpha: 100m
Timing Alpha: 100m
Timing Max Dev: 1.5
Omega Relative Limit: 5m
Gray Code: Yes
Sync Out: On

Interpolation:

5] - (]

-q Complex to Imag [out]

—b. V Scale: 1

T Scale: Im
XY Mode: On

Notebook: main_notebook, 1

EIE

Skip Head
Num ltems: 19.2k

out]

Head
Num Items: 288k

out]

Any Block Sink
Desc:
Maker: <gr_blec..t_char (4)>

DPSK Demaod
Type: DEPSK
Samples/Symbel: 10
Excess BW: 350m
Costas Alpha: 20m
Gain Mu: 100m

[E]

Label: Conjugate

Null Sink

‘ Differential Phasor _

Variable Chooser

Label: Puncture Delay

Notebook: main_notebg

-

: Viterbi Delay

Default Value: 0 Default Value: 0 uit Value: 0

True: 1 Minimum: 0 num: 0

False: 0 Maximum: 14 mum: 1
Converter: Integer lerter: Integer

Variable Check Box
1D: swap_viterbi
Label: Swap Viterbi
Default Value: False
True: True
False: False
Notebook: main_notebook, 3

1D: phase_mult
bel: Phase shift

Scope Sink
Title: Scope Plot

tefault Value: 1
hoices: 1, 1j, -1, -1j

Label: D

Sample Rate: 100k labels: 0, 90, 180, 270 | True: 1
V Scale: 1 lype: Radic Buttons False: 0
Mateahank: main nntehonk 7

1D: delay_viterbi

Default Value: 0

Matahnnak main nntahs

1D: invert
elay Viterbi Label: Invert
True: -1
False: 1

Variable Check Box

Default Value: 1

1D: puncture_matrix
Label: Matrix

Default Value: 1, 1
Choices: [[1,1], [1,1,0,1]...
Labels: ['1/2','2/3",'3/4"...
Type: Radio Buttons

MNatahnnk: main nntehnnk



Demodulated & error-corrected

Symbol rate = 9600 symbols/sec
Pre-FEC raw bit rate = 19200 bits/sec
Post-FEC raw bit rate = 9600 bits/sec (¥ rate)

Visualise data: look for additional clues
— Differential encoding

— Scrambling

— Structure



Visualisation




De-scrambled

e Better, but long runs of Os and 1s (not ideal)
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Differential decoding time!




Diff. decoded & de-scrambled

e Structured, asynchronous packets of data!
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bits
bits
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bits
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bits
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bits
bits
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7 bits
7 bits
7 bits
7 bits
7 bits
7 bits
7 bits

§0002-0002 [+0000,
§0002-0002 [+0000,
#0002-0002 [+0000
£0004-0004 [+00

/00007 :
0007 :
0007 :
0007 :

§0000-0005[+0001,

0007 =

§0002-0002 [+0000,
#0002-0002 [+0000
§0002-0002 [+0000,
§0001-0003[+0000,
#0003-0003 [+0000
£0000-0004 [+00

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

#0002-0002 [+0000
§0003-0003[+0000,
§0001-0003[+0000,
#0000-0003[+0001, 0007 :
£0000-0004 [+00 0007 :
§000&-000&[+0000, /0000]:

/00001 =
0001 :
0001 :

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

§0002-0002 [+0000,
#0002-0002 [+00
§0002-0002 [+0000,
§0002-0002 [+0000,
#0000-0003[+0001,
§0000-0003[+0001,
£0001-0004 [+00
£0001-0004 [+00 0007 :
§0001-0005[+0000, 0007 :
#000&-000&[+0000, /00007 :

/00007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

§0002-0002 [+0000,
§0002-0002 [+0000,
#0002-0002 [+00
#0002-0002 [+00
§0002-0

002 [+0000,

002 [+0000
§0000-0003[+0001,
§0000-0004 [+0001,
004[+0001,
§0000-0005[+0002,
£0000-000&6[+0004,
0172 [+0000,

002 [+0000,
002 [+0000
#0002-0002 [+00
§0002

0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

—-0002 [+00040,
003 [+0000
§0000-0003[+0001,
§0000-0003[+0001,
£0000-000&6[+0004,
§0000-0172 [+01&8,

£0002-0002 [+0000
#0002-0002 [+00
#0002-0002 [+00
§0000-0003[+0001,
§0000-0010[+0008,
£0000-0010[+0008,
§0000-0010[+0008,

f0000] -
0007 :
0007 :
0007 :
0007 :
0007 :
0007 :

Pattern Search

00000001000011101000000010001011101111111011
00000001100000011111000010111101010101111111
00000001100001011111000010111101010101111111

00000001100000110000100010111101010101111111 (feakdl0cl80)

011011110011000000100110011000100001100000¢

000000011001000111010011000011000010000000 (430ck8380)
0366042080)
c0d88380)
£dd1017080)
30ck3180)
55e8880c0)

000000010000010000100000011001101100000010
000000011001000100011011000000111110000000
000000010000111010000000100010111011111110
000000011000100111010011000011000010000000
000000110000011000010001011110101010111111

00000001000011001001110000100111110000000 (3e4333080)
0332880
036£017080)
ee880b840)
00010100000101011111 5017080}
042080}

00000001000101001001110000001111110000000
00000001000011101000000011110110110000001
00010000111010000000100010111011111110
0000100001110100
00000001000001000010000001011111110000000

i3

1100001000101111100101000001000110000000
0110000101111111010100001000110000000111
0000000100001110100000001000101100111111

0001110100101110011010000001000110000001 (S81881674b8&)
000001 ({81b780L240)

i

0001000011101000

001111011011

0000001100010011101001100001100001000000 (21865c8c0)

0000000100001110100000001000101110111111
0000000100001110100000001111011011000000
0000000100001110100000001010000010101111
0000000100000100001000000101111110000000

111110100101110011110100001000110000000 £
001000000011111110100101110000101111111 3z
0000000101010101001 z
011101001011100110100000010001100000010

dd1017080)

011010001111000001 (4leZc4a=280)
082053dzZe)

011111010010111001111010000100011000000 (1885e74be)

01011010010111000110000000100011

00000 {(c40&3a5a)

{1846640cEE)

e Search for repeating
strings of bits

* Try to find frame header

e Clue: sudden increase in
# of occurrences

000000100010100100111000000111111000000 £81c3440l
000000100001110100000001000101110111111 22880k o5
000000100001110100000001111011011000000 (1b780kbE
000000100001110100000001010000010101111 zzzaon| 38
000000100000100001000000101111111000000 (1£40210
111111101001100010011000100110010000000 (3313137

37

01001000101110100001100001000110000000
11110100101111011110100001000110000001

37

bits
bits

bits
bits

A0000]1: 00000010000010000100000010111111000000 (£4021040)
A00007: 111111 {4cBcBekL)

§0002-0002 [+0000, /0000]: 111p110000000111010110110000001000000 (40d2e037)
§0002-0002Z [+0000, /0000]: 1019010010111101101000000100011000000 (8205kbdZ2d)

00011000010111001011010000100011000000
00110000101111100110100001000110000000
00000001010101010010001101000111100000 {leZc4aad0)
11111010010111001111010000100011000000
01110100101110011010000001000110000001

a5f)

00000010000010000100000010111111000000 21040)
111111 cBeBcbi)
1110110000000111010110110000001000000 (40d2e037)
1011010010111101101000000100011000000 05kd2d)
0000000111101100001011100110101111111 d&743780)

0000001010101010010001101000111100000
0000000100000100001000000101111111010 042080)
0000000100000100001000000101111110110 (d£a042080)
0000000100000100001000000101111110001 (11£a042080)

825540)

53dzZe)

Preceding 1s are just part of ‘idle’
stream when no data is being sent
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Frame analysis

— SYN SYN SYN (EBCDIC)

haracter-ori

e Header



0001
0034
0067
0101
0134
0167
0200
0233
0266
0299
0332
0365
0398
0431
0464
0497
0530
0563
0596
0630
0663
0696
0729
0762
0795
0828
0861
0894
0927
0960
0993
1026

Un-pack & find patterns

8-bit signed

[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20
[20

049
051
053
055
057
059
060
062
064
066
068
070
071
073
075
077
079
081
083
084
086
088
090
092
094
095
097
099
101
103
105
107

Message header

200]
161]
121]
082]
043]
004]
221]
182]
142]
103]
064]
025]
242]
203]
164]
125]
086]
047]
008]
225]
187]
148]
109]
069]
030]
247]
208]
169]
130]
091]
052]
013]

/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)
/1)

A

16-bit signed

L
r
r
r
r
r
r
r
r
r
r
r
r
r
L
r
r
r
r
r
r
r
L
r
r
r
r
r
r
r
L
L

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80
80

70
70
70
70
70
70
70
70
70
7C
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70

01
01
01
01
o1
o1

0] ‘lllea 4d ed I.r

o1
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

24 €9 ae ed 26 @@ 07
24 €9 c7 ed 24 @@ o7
24 €9 d9 ed 2c @@ 07
24 €9 ee ed 2Ff @@ 07
24 eq fF =d 3§ W@ 07
9 07

24
Ll
24
24
24
24
24 ¢
24 e
24 e

e

e

ea 67 @d
ea 75 ed
ea 80 ed
ea 98 ed
ea a7 ed

24
24
24
24
24
24 -
24 ¢
24 ¢+
24 e,
24 eb

24 ebl ca

24 eb dal ed
24 eb ef ed
24 ec 03 ed

4f
54
62
64
e
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EESESEEEEEEEEE
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0 00 00 00 0O 00 0O 00 0 0 W 0 0 @

31
31
31
31
31
21

19
19
19
19
19
19
19
19
19
19
19
19
i9
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19

fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa
fa

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

BCD

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
02
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

02
02
02
02
03
02
02
02
03
03
04
03
02
00
00
99
00
01
01
01
01
01
03
03
03
03
02
03
03
03
03
03

00 72 e9 28
00 72 9 2d
00 7@ 9 2d
00 71 9 2d
00 72 e9 28
00 72 9 2d
00 78 9 2d
00 72 9 2d
00 74 e9 28
00 74 e9 28
00 70 e9 28
00 6@ €9 2d
00 BB €9 2d
00 BE €9 2d
00 BE €9 2d
00 6d €9 2d
00 BB €9 2B
00 69 €9 2B
00 66 €9 2B
00 67 €9 2B
00 6@ €9 26
00 70 €9 26
00 73 €9 26
00 75 €9 2B
00 76 €9 2B
00 75 €9 2B
00 74 €9 2B
00 72 €9 2B
00 71 €9 2B
00 70 €9 2B
00 70 €9 2B
00 71 €9 2B



DO NOT TRY THIS AT...

WHEREVER!



e Don’t like a doctor/nurse?

— Send them on many a wild goose chase
* |syour arch-nemesis in hospital?

— Tell them to remove the other ********
 Need to distract security?

— Issue an ‘automated’ alert



Want to reach cruising altitude a little quicker?

— Put a ‘plane’ heading towards you (at a slightly
lower altitude)

Think the pilot made the wrong choice in deciding to
land?

— Put a ‘plane’ on the runway

Want to display a message on everyone’s radar
screen?

— Spell one using ‘aircraft marker’ art



e Don’t want to fly on a particular aircraft?
— Send a severe fault report
 Was the flight a little bumpy?

— Send an engine performance report to RR with
large vibration values

 Need to message the cockpit privately?
— Address the message to cockpit printer #1



 Uplink power is generally kept at the minimum level
to save money

e Depends on the weather:
— Clear sky: a few W
— Heavy rain: a few kW
e Turn yours up to (theirs + 1)

Customers may use uplink power control systems (UPC) to compensate for uplink rain attenuation. Since a malfunctioning UPC
system can interfere with other services and even damae a satellite TWTA, UPC systems must be approved by Optus before use and

are strictly limited in the amount of uplink compensation permitted. Details of the amount of UPC permitted under various operating

conditions may be obtained from Optus.






‘ balint@spench.net @spenchdotnet ‘
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