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Overview

• Introduction

• The Australian Geographical RadioFrequency Map 
(as a research tool)

• Security through obscurity in hospital pager systems

• Tracking planes in your local airspace: 
combined Mode S transponder and ACARS receiver

• Decoding satellite‐downlink traffic



About me
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Contraption
Cherry Ripe (MI5 numbers station formerly based in Guam)
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Prime number counter



The Australian Geographical RadioFrequency Map

“RFMap”



Genesis of RFMap



GSM + Gammu + Wireshark
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Can correlate Cell ID with publically-built databases



Field Test Mode
<1983> MDI:d2m/RSSI_RESULTS t=0afe nr=73: D 83:
00 00 b1 b1 00 65 ab a3 b1 a0 a0 a6 9d a1 80 a4 80 80 80 80 80 80 80 aa 
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RSSI_RESULTS required reversing



Geolocation with GSM



RFNetMapper

Determine accuracy by comparing to ground truth:
where are the base stations?
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Plot of single ARFCN



ACMA RadCom Web Interface
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Most graphics-oriented part of site (rest is all multi-page tables)
SVG plugin for IE crashes browser



Enter RFMap…



The RFMap web interface



All sites, point‐to‐point links &
elevation data



Registered TX Sites
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Confirmation that spatial data is correct as false colour blends with satellite imagery



NASA SRTM 
Elevation Data



Site details: frequency assignments
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Mode S air/ground & ACARS



Antenna radiation pattern*
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* Approximated from available information, very rough visualisation purely for determining direction and relative comparison against other assignments
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NextG ‘links’
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Doesn’t take into account regional spectrum sharing sites
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Pink: new sites/assignments



Antenna
Radiation
Envelope
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RFS GKA38-1318 Parabolic 1.5GHz 33.2dB 3.5 degrees 38db F-B 3.8m



Radiation Heatmap
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Approximated for registered power output, omni is assumed where no antenna details are present



Amateur Radio 
Operators (HAMs)





Most popular sites
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#1: VividWireless



Defence & ECHELON
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NPEOSS (National Polar-orbiting Operational Environmental Satellite System) abandoned yet 300MHz-wide assignment still exists
http://en.wikipedia.org/wiki/NPOESS



“Joint Space Defence Research”
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Single HF assignment



Upset ADIRU of QF68/71/72 & JQ7 ?
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Events occurred near Learmonth (close to Exmouth). Purely speculative: some moisture might have affected radiators and produced strong harmonics on higher frequencies affecting avionics.
Air Data Inertial Reference Unit
http://en.wikipedia.org/wiki/Air_Data_Inertial_Reference_Unit#Failures_and_directives



Side note

Bolivia
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Word gets out fast: first visits from US DoJ, Federal Parliament, NSW Attorney General’s Department



The Mystery Signal

Rate at which ‘messages’ were transmitted 
varied throughout the day:

correlates with increased daytime activity.

Received RF signal  audio  sampled by soundcard  streamed across network
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Presentation Notes
First computer: 286 (running Minix with patched serial driver to control radios via CAT)



Step One: Look at the signal
Radio is already set to receive N‐FM (narrowband frequency modulated signal)

Signal in the time domain (voltage vs. time):

Signal in the frequency domain (intensity of frequency bins vs. time):

IT’S SLICER TIME!

Preamble Payload
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FFT resolution: 128
Preamble: receiver lock-on, wake-up, timing sync, AGC adjustment



AudioDataDecoder

Running state of decoder

UntrainedPreamblePayload

Frequency analysis (FFT) of signal:
Two frequencies of interest



Step Two: FFT of 2FSK  Bitstream

• Lock on two frequencies (Frequency Shift Keying)
• Sample intensity of each at regular interval (baud rate)
• Pick which is the strongest:

low = 0 bit, high = 1 bit
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Bitmap of bitstream output just after payload
0/1 assignment is arbitrary: either refer to spec, or be aware that it may need to be inverted



Step Three: Data  Information

• The most difficult part, so try all combinations

Wikipedia says:
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After hiatus, five years later
http://en.wikipedia.org/wiki/POCSAG



POCSAG!

• “Post Office Code Standardization Advisory Group”

• Standard decoding software didn’t work

• Key: recognisable sequence of bits when idle

Look for known codewords/repeated bit strings
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Presentation Notes
Receiver switched off for majority of payload. RIC fully defined by slot position.



Hospital Pager Systems

• High power, better penetration than mobiles

• Personnel carry small pagers, each with ID 
mapped to Radio Identity Code

• Mostly numeric pages with phone extension

• Sent via software on any computer at hospital

• Address to multiple recipients, automatically 
sent to each once

• Delivery not guaranteed

Presenter
Presentation Notes
HAMs complain about pager band as it’s so close to 70cm.
Some distance away from hospital, received on roof, but pager had to be by window to receive it (first time a little distance from window, didn’t receive it).



Frequencies

• Shared frequency: 148.1375 MHz (standard)

• Private systems in 800/900MHz band:

Non‐standard FSK ignored by decoders

‘Testing’
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Presentation Notes
Only showing messages for which all parties are involved



On RFMap



Sydney West Area Health Service



North Shore
Gosford

Prince of Wales: 38, etc.

Hospital ID Postfix



Sensitive Information



Mode S & ACARS

“Modez”



590 km/h
10706 ft
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Presentation Notes
“Is that device switched off?” “Yes.”



YSSY  YMML
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Altitude is colour coded



ATCRBS, PSP & SSR

• Air Traffic Control Radar Beacon System
– Primary Surveillance Radar

– Secondary Surveillance Radar

Primary:
• Traditional RADAR
• ‘Paints skins’ and listens for return
• Identifies and tracks primary targets, 
while ignoring ‘ground clutter’
• Range limited by RADAR equation (   )4

1
d

Secondary:
• Directional radio
• Requires transponder
• Interrogates transponders, which 
reply with squawk code, altitude, etc.
• Increased range (   )2

1
d

Presenter
Presentation Notes
B&W photo: http://www.faa.gov/about/history/photo_album/air_traffic_control/index.cfm?cid=radar&print=go
SSR scope: http://cmh.natca.net/tracon.htm
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Presentation Notes
Not simultaneously covering area; rotating beam that sweeps out circle.
Comparative only!



The Modes

• A: reply with squawk code

• C: reply with altitude

• S: enables Automatic Dependant Surveillance‐
Broadcast (ADS‐B), and the Aircraft/Traffic 
Collision Avoidance System (ACAS/TCAS)

• Mode S not part of ATCRBS, but uses same 
radio hardware (same frequencies)

SSR
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Presentation Notes
More modes (military, IFF)



ADS‐BPosition

Heading

Altitude

Vertical rate

Flight ID

Squawk code



ATC

Mode S TX/RX: Linked to ATC (can be at airport, or remote)

Uplink:
“All call” / Altitude request

Downlink:
Airframe ID / Altitude response (air‐to‐ground)



ACAS/TCAS

Altitude response (air‐to‐air)

Altitude request

“PULL UP” “TRAFFIC”



Mode S sites

Uplink: 1.03 GHz
Downlink: 1.09 GHz



Response Encoding

• Data block is created & bits control position of 
pulses sent by transmitter

Presenter
Presentation Notes
In reality, pulses won’t be perfect square shapes
Manchester encoding



Pulse Position Modulation

• Pulse lasts 0.0000005 seconds (0.5 µs)
• Need to sample signal at a minimum of 2 MHz 
(assuming you start sampling at precisely the 
right moment and stay synchronised)

• Requires high‐bandwidth hardware and 
increased processing power

• Ideally, oversample to increase accuracy

Presenter
Presentation Notes
This is a bit faster than what a soundcard can do!



Enter Software Defined Radio…



SDR: Digitise the baseband

• Hardware is sophisticated, but purpose is 
simple: capture a chunk of the RF spectrum 
and stream it to your computer

• Computer is responsible for doing something 
useful with baseband data

• Instead of designing RF hardware, write it in 
software!

• Increased complexity/bandwidth requires 
more CPU power (pretty cheap)



The

Universal
Software
Radio
Peripheral

(USRP 1)

Sample rate = bandwidth
0.25 ‐ 16 MHz

With WBX daughterboard:
RX/TX: 50 MHz ‐ 2.2 GHz



The FUNcube Dongle



GNU Radio

• Signal processing toolkit
• Data flow paradigm

– Signals flow from sources to sinks
• Intermediary blocks operate on signals

– Sources & sinks: USRP, sound card, file, network
– Visualisation: FFT, waterfall, scope
– Signal types: complex, float, integers
– Filters: traditional building blocks used in analog and 
digital RF hardware

• Completely extensible (Python: high level, C++: 
grunt)



GNU Radio Companion
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AM radio
http://www.oz9aec.net/index.php/gnu-radio/grc-examples



2G GSM Waterfall

8 MHz wide (8 Msps)

Broadcast 
control channelTraffic channel

Presenter
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usrp_fft.py comes with GR
200 kHz channels



CDMA Detection with GRC

Find repeating 
patterns buried 
within a signal

Visualise intensity 
of frequency 
components 
over time

Visualise 
instantaneous
frequency spectrum

2.1 GHz 3G

850 MHz NextG

L1 GPS

Presenter
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Grey is disabled
Will generate Python code via Cheetah Template Engine that can be customised



3G W‐CDMA

Signature of UMTS: repeating data in CPICH at 10 ms intervals

Presenter
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Common Pilot Channel



TETRA

Frequency correction burst

Repeating idle pattern



USRP out and about









Mode S Waterfall



Mode S Response: AM signal

Preamble

Payload

Decoder visualisation



Mode S Decoder Structure

Frame parser Error correction Sanity check

Pulse
detect

Preamble
detect

Frame 
length 
detect

PPM
demod

…,0,1,…
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Continuous process
Each step encapsulated in GR block, sends signal & state information to next



ADS‐B: Extended Squitter

• Several ES types:
– Standard: position, altitude, heading, vertical rate, 
flight ID, transponder code

– System information

– Aircraft capabilities/status (e.g. autopilot enabled)

– Aircraft intent

– Traffic information

– TCAS resolution advisories (“Pull up!”)

Presenter
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ES is a type of long frame (112 bits)



“Carl, you got your little black book?”

“Carl… get the diagnostics.”



Making use of ADS‐B data



AviationMapper

• Connects to Mode S decoder server

• Tracks & plots airframes, collects statistics

• Provides state server for web streaming











Live, smooth web 
streaming in…



Modez History



Modez Mk IIpoint5





Modez Mk III



Ground vehicle with Mode S! 
(inspecting perimeter?)
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User-programmable Mode S transponders
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BorIP

• Allows USRP 1 and computer to be separated 
by LAN
– Control radio via TCP

– Stream baseband via UDP

• Seamless drop‐in for GR
– If it can’t find a local device, try remote

– Everything just works (USRP Source, GR, etc)



Antenna to Google Earth
Capture & Control (USRP)

Mode S Decoder (GR)

Tracking (AvMap)

Web App

Gateway

Web Client  (Google Earth)

TCP Server

JSON Server

HTTP

AJAX

BorIP

Presenter
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Each is handled by one computer



Modez Evolution

• Goal is to increase SNR
– Best option is to drop the noise floor: filter, and/or 
choose optimal sample rate to avoid artifacts



Signal Strength Distribution

• Evaluate how well decoder is doing

Presenter
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Bell curve emerging in blue, as one would expect if it’s working properly









ACARS

• Aircraft Communication and Reporting System
• ‘Text messaging’ for aircraft
• Wide‐reaching network

– VHF ground stations
– HF datalink
– SATCOM

• Manual and automated messages between:
– Cockpit, ATC, airline ops & airport ground staff
– Avionics/engines, airline maintenance & equipment 
(engine) manufactures



Streaming

• Two SDRs listening 
to primary & 
secondary 
frequency

• Decoded, 
combined, 
JSON‐ified & 
served





Examples

Time:      2011-11-16 09:12:24.073000
Station:   Home
Frequency: 131.55 MHz
Mode:      s (uplink, LCN: 19)
Address:   9M-MPO
Ack:       NAK
Label:     31: Airline Defined Message
Block:     W
S
1. TOILET CC1-INOP
2. ROW 30-31 DEFG-CARPET FLOOR VERY WET
2. GALLEY 3-CART LIFT FLOODED

Time:      2011-11-16 09:49:00.255000
Station:   Home
Frequency: 131.45 MHz
Mode:      2 (either)
Address:   VN-A375
Ack:       NAK
Label:     H1: System and engineering data (downlink)
Block:     4
Message #: C12A
Flight ID: VN0773
#CFB.1/MPF/ANVN-A375/FIHVN773    
/DM111115224900NOV1514042244PFR1/DAVVTS/DSYSSY/FR383141VSC    
1,,,,,,,LAV 37,HARD,140505;237346CIDS1  1,,,,,,,DEU A 
(200RH2),HARD,140505;383141VSC    1,,,,,,,LAV 53,HARD,174906;

Time:      2011-11-16 09:49:06.844000
Station:   Home
Frequency: 131.45 MHz
Mode:      2 (either)
Address:   VN-A375
Ack:       NAK
Label:     H1: System and engineering data (downlink)
Block:     5
Message #: C12B
Flight ID: VN0773
#CFB383141VSC    1,,,,,,,LAV 61,HARD,202806;344137WXR2   
1,,,,,,,WXR MOUNTING TRAY (5SQ),INTERMITTENT,203506,EOR
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QF32





Decoding satellite downlinks



Recap

• Lots of different types of satellites
• Variables:

– Purpose: comms, weather, MIL, amateur
– Payload: transponders, cameras/sensors
– Orbit: Low Earth Orbit, geostationary (geosync)
– Frequencies: uplink, downlink, beacon, command

• Two categories:
– Intelligent: communication with on‐board systems
– Dumb: relay information with linear transponders



Wide‐area re‐broadcast

• RF megaphone (e.g. satellite TV)

• Single dish sends beam on uplink to satellite

• Linear transponder shifts raw RF to downlink 
frequency, re‐transmitted via spot beams

• Cover any entire country

• Linear transponders are dumb: re‐broadcast 
anything onto coverage area



TT&C and UPC

• Telemetry, Tracking and Command
• Need to be able to send commands to satellite

– Change payload configuration
• Multiplexing
• Switch between redundant systems
• Orbit

• Check on health of satellite/payload
– Beacon + telemetry

• Measure affect of weather (combat rain fade)
– Uplink Power Control
– Turn up transmitter power (keep at min. = save $$$)



Optus D1

• 24 Ku band transponders
– Multiplexed spot beams service Aus and NZ

– Uplink: 14.0 ‐ 14.5 GHz

– Downlink: 12.25 ‐ 12.75 GHz

– Bandwidth: 54 MHz

• Mainly TV (wideband DVB‐S)
– ABC, SBS, Se7en, Nin9, SkyNZ

• Some other (narrowband) things…

Presenter
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Mux’ing allows for frequency sharing



D1 Channel Frequencies

Uplink

Downlink



Optus Earth Station
Belrose, Sydney

Presenter
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http://m.zdnet.com.au/optus-satellite-facility-tour-photos-339318475.htm





Spot the 
satellite 
modem

Radyne Comstream
Satellite Modem 
DMD‐15



Digital Tracking Receiver

Antenna Control System

Redundant System Controller

C1 UPC

Presenter
Presentation Notes
General Dynamics SATCOM (Vertex RSI)



What you need

Dish + LNB + power injector + USRP + GNU Radio
(set‐top box with LNB‐thru)



Low Noise Block down‐converter

Subtract 11.3 GHz from downlink frequency: 950 ‐ 1450 MHz

Presenter
Presentation Notes
12.25-12.75 GHz
Subtract 11.3 GHz: 950-1450 MHz
60 dB conversion gain
LO stability: ±5 kHz to ±2 kHz





D1 TLM1: 12243.25 MHz
Mirror of RHS*

Beacon with Phase Modulation* (PM): 1PPS and two telemetry streams (sidebands)

Constant carrier power*

TLM sidebands

Constant 
sub‐carrier

1PPS



Visualisation



Data Streams

• All sorts of continuous streams of varying 
bandwidth

• Streams created by manipulating raw data to 
optimise for transmission over long distance

• Receiver must be able to lock on and decode



Modulation: pick your parameters

Support multiple data streams,
drop‐and‐insert

Make data appear random
(increase entropy of structured data)

Encode changes in data
(receiver can be non‐coherent)

Protect integrity of data
(corruption from noise on channel)

Turn binary into symbols
for baseband RF
(0/1  combinations of waves)

Create signal 
suitable for uplink
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http://en.wikipedia.org/wiki/File:Satellite_modem_block_diagram.png



Demodulation: easy when you know

Are there multiple streams?
How are they multiplexed?

Possible to determine if it is scrambled
(calculate stats), but what is the scrambler?
Is it additive or multiplicative?
How is it synchronised?

Is it differential, or 
what defines a 0/1?

Which FEC(s) is used?
Is it a concatenated code?
What is the code rate?
What is the block size?
How is it synchronised?

What is the modulation?
Symbol rate? Require coherence?
What is the phase difference?
Need to conjugate complex plane?
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Downconverter is LNB
Analog tract is USRP
Frequencies are known through scanning/reference



If you don’t know…

• Try the most common/default options (RTFMM):
– Modulation: Phase Shift Keying (BPSK, QPSK)
– Convolutional code: NASA, K=7 (Voyager Probe)
– Scrambler: IESS‐803 (Intelsat Business Service)

• Still need to try each combination of:
– Differential decoding, synchronisation offset, symbol 
mapping

• Best option is to try every permutation 
automatically

• Assuming decent SNR, low Bit Error Rate is an 
indicator you’re heading the right way!

Presenter
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RTF Modem M



Aside: PSK, Symbols & Bits

• PSK uses changes in phase of a signal (carrier) to 
convey data

• Demodulator detects phase changes and outputs 
symbols

• Order of PSK determines # bits in 1 symbol
– Many bits/symbol thanks to imaginary numbers (I/Q)

• Raw bit rate = symbol rate x (# bits/symbol)
– Binary PSK (BPSK): 1 bit/symbol
– Quaternary PSK (QPSK): 2 bits/symbol
– 8PSK: 3 bits/symbol, etc…

Presenter
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Order is 2^(bits/symbol)



Determining modulation & rate

• Assuming PSK, easy to determine:
– Modulation order: multiply the signal by itself

– Symbol rate: multiply the signal by a lagged 
version of itself (cyclostationary analysis)

• Only a few GR blocks required do this



Let’s try one…

• Feed entire baseband spectrum into GR
• Perform ‘channel selection’ to isolate stream of interest 
(create new baseband 

centred on stream)



Determine PSK order

• Start at 2 and go up

• Stop when spike appears

QPSK: 2 bits/symbol



Determine Symbol Rate

• Find first peak

9.6 kHz = 9600 symbols/sec



Try synchronisation & FEC

FEC Rate: ½
Not differential
No phase shift
(depends on when you 
switch on receiver)

Presenter
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Error rate derived from Viterbi path cost





Demodulated & error‐corrected

• Symbol rate = 9600 symbols/sec

• Pre‐FEC raw bit rate = 19200 bits/sec

• Post‐FEC raw bit rate = 9600 bits/sec (½ rate)

• Visualise data: look for additional clues
– Differential encoding

– Scrambling

– Structure



Visualisation

• Raw data (0: black, 1: white)

Descrambling time!



De‐scrambled

• Better, but long runs of 0s and 1s (not ideal)

Differential decoding time!



Diff. decoded & de‐scrambled

• Structured, asynchronous packets of data!

Repeating structure



Pattern Search

• Search for repeating 
strings of bits

• Try to find frame header

• Clue: sudden increase in 
# of occurrences

Preceding 1s are just part of ‘idle’ 
stream when no data is being sent



Frame analysis

• Header
– SYN SYN SYN (EBCDIC)

• Character‐oriented encoding:
– SOH
– STX
– ETX
– CRC (CCITT‐16)

• Numbers of fixed‐length messages
– Each contains an ID



Un‐pack & find patterns

0001 [20 049 200] (1/1) ff 18 80 70 01 24 e9 ae ed 26 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2e

0034 [20 051 161] (1/1) ff 18 80 70 01 24 e9 c7 ed 24 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d

0067 [20 053 121] (1/1) ff 18 80 70 01 24 e9 d9 ed 2c 1a 07 31 90 19 fa 00 00 03 02 00 71 e9 2d

0101 [20 055 082] (1/1) ff 18 80 70 01 24 e9 ee ed 2f 1a 07 31 90 19 fa 00 00 03 02 00 71 e9 2d

0134 [20 057 043] (1/1) ff 18 80 70 01 24 e9 ff ed 36 1a 07 31 90 19 fa 00 00 03 03 00 72 e9 2e

0167 [20 059 004] (1/1) ff 18 80 70 01 24 ea 10 ed 40 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d

0200 [20 060 221] (1/1) ff 18 80 70 01 24 ea 24 ed 43 1a 07 31 90 19 fa 00 00 03 02 00 73 e9 2d

0233 [20 062 182] (1/1) ff 18 80 70 01 24 ea 3b ed 44 1a 07 31 90 19 fa 00 00 03 02 00 72 e9 2d

0266 [20 064 142] (1/1) ff 18 80 70 01 24 ea 4d ed 4c 1a 07 31 90 19 fa 00 00 03 03 00 74 e9 2c

0299 [20 066 103] (1/1) ff 18 80 70 01 24 ea 62 ed 4f 1a 07 31 90 19 fa 00 00 03 03 00 71 e9 2c

0332 [20 068 064] (1/1) ff 18 80 70 01 24 ea 75 ed 54 1a 07 31 90 19 fa 00 00 03 04 00 70 e9 2c

0365 [20 070 025] (1/1) ff 18 80 70 01 24 ea 80 ed 62 1a 07 31 90 19 fa 00 00 03 03 00 6d e9 2d

0398 [20 071 242] (1/1) ff 18 80 70 01 24 ea 98 ed 64 1a 07 31 90 19 fa 00 00 03 02 00 6b e9 2d

0431 [20 073 203] (1/1) ff 18 80 70 01 24 ea a7 ed 6e 1a 08 31 90 19 fa 00 00 03 00 00 6c e9 2d

0464 [20 075 164] (1/1) ff 18 80 70 01 24 ea bc ed 71 1a 08 31 90 19 fa 00 00 03 00 00 6c e9 2d

0497 [20 077 125] (1/1) ff 18 80 70 01 24 ea cf ed 76 1a 08 31 90 19 fa 00 00 02 99 00 6d e9 2d

0530 [20 079 086] (1/1) ff 18 80 70 01 24 ea e8 ed 76 1a 08 31 90 19 fa 00 00 03 00 00 6b e9 2b

0563 [20 081 047] (1/1) ff 18 80 70 01 24 ea f7 ed 80 1a 08 31 90 19 fa 00 00 03 01 00 69 e9 2b

0596 [20 083 008] (1/1) ff 18 80 70 01 24 eb 06 ed 8a 1a 08 31 90 19 fa 00 00 03 01 00 66 e9 2b

0630 [20 084 225] (1/1) ff 18 80 70 01 24 eb 1b ed 8e 1a 08 31 90 19 fa 00 00 03 01 00 67 e9 2b

0663 [20 086 187] (1/1) ff 18 80 70 01 24 eb 30 ed 92 1a 08 31 90 19 fa 00 00 03 01 00 6a e9 2c

0696 [20 088 148] (1/1) ff 18 80 70 01 24 eb 45 ed 95 1a 08 31 90 19 fa 00 00 03 01 00 70 e9 2c

0729 [20 090 109] (1/1) ff 18 80 70 01 24 eb 59 ed 99 1a 08 31 90 19 fa 00 00 03 03 00 73 e9 2c

0762 [20 092 069] (1/1) ff 18 80 70 01 24 eb 6b ed a1 1a 08 31 90 19 fa 00 00 03 03 00 75 e9 2b

0795 [20 094 030] (1/1) ff 18 80 70 01 24 eb 7b ed a9 1a 08 31 90 19 fa 00 00 03 03 00 76 e9 2b

0828 [20 095 247] (1/1) ff 18 80 70 01 24 eb 8e ed af 1a 08 31 90 19 fa 00 00 03 03 00 75 e9 2b

0861 [20 097 208] (1/1) ff 18 80 70 01 24 eb a2 ed b3 1a 08 31 90 19 fa 00 00 03 02 00 74 e9 2b

0894 [20 099 169] (1/1) ff 18 80 70 01 24 eb b7 ed b6 1a 08 31 90 19 fa 00 00 03 03 00 72 e9 2b

0927 [20 101 130] (1/1) ff 18 80 70 01 24 eb ca ed bd 1a 08 31 90 19 fa 00 00 03 03 00 71 e9 2b

0960 [20 103 091] (1/1) ff 18 80 70 01 24 eb da ed c4 1a 08 31 90 19 fa 00 00 03 03 00 70 e9 2b

0993 [20 105 052] (1/1) ff 18 80 70 01 24 eb ef ed c9 1a 08 31 90 19 fa 00 00 03 03 00 70 e9 2b

1026 [20 107 013] (1/1) ff 18 80 70 01 24 ec 03 ed cd 1a 08 31 90 19 fa 00 00 03 03 00 71 e9 2b

#

Message header

16‐bit signed

BCD

8‐bit signed



Gedanken: TX

DO NOT TRY THIS AT…

WHEREVER!



Gedanken: Pagers

• Don’t like a doctor/nurse?

– Send them on many a wild goose chase

• Is your arch‐nemesis in hospital?

– Tell them to remove the other ********

• Need to distract security?

– Issue an ‘automated’ alert



Gedanken: Mode S

• Want to reach cruising altitude a little quicker?

– Put a ‘plane’ heading towards you (at a slightly 
lower altitude)

• Think the pilot made the wrong choice in deciding to 
land?

– Put a ‘plane’ on the runway

• Want to display a message on everyone’s radar 
screen?

– Spell one using ‘aircraft marker’ art



Gedanken: ACARS

• Don’t want to fly on a particular aircraft?

– Send a severe fault report

• Was the flight a little bumpy?

– Send an engine performance report to RR with 
large vibration values

• Need to message the cockpit privately?

– Address the message to cockpit printer #1



Gedanken: Satellite

• Uplink power is generally kept at the minimum level 
to save money

• Depends on the weather:

– Clear sky: a few W

– Heavy rain: a few kW

• Turn yours up to (theirs + 1)

• “…a malfunctioning UPC system can interfere with 
other services and even damage a satellite Travelling 
Wave Tube Amplifier…”



Remember: be legal and be….



balint@spench.net @spenchdotnet
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